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Abstract:

This review paper examines the integration of Electric Vehicles (EVs) and the Internet of Things
(IoT) in the context of smart cities. The coalescence of these technologies holds immense promise
for sustainable urban development, energy efficiency, and enhanced quality of life. Through an
exhaustive analysis of existing literature, case studies, and technological advancements, this review
aims to provide a holistic overview of the current state, challenges, and future prospects of
deploying EVs and 10T in smart city environments.

Keywords: 10T,Electrical Vehicles(EVs), Vehicle-to-Grid (V2G) Integration, Traffic Management
and Air Quality Monitoring.

1. Introduction:

In the relentless pursuit of sustainable urban development and enhanced quality of life, the
convergence of Electric Vehicles (EVs) and the Internet of Things (loT) has emerged as a
paradigm-shifting force in the realm of smart cities. As cities grapple with the challenges posed by
rapid urbanization, climate change, and the need for efficient and eco-friendly transportation, the
integration of EVs and loT technologies presents a compelling solution to revolutionize urban
mobility and infrastructure.

Electric Vehicles, propelled by advancements in battery technology and a growing global
commitment to reduce carbon emissions, have transcended from niche alternatives to mainstream
transportation options. The allure of zero-emission vehicles has spurred a monumental shift towards
the electrification of transportation fleets, promising to alleviate environmental concerns and reduce
reliance on traditional fossil fuels.

Simultaneously, the Internet of Things, characterized by interconnected devices and sensors
facilitating seamless data exchange, has permeated various aspects of our lives. In the context of
smart cities, 10T acts as the nervous system, interlinking diverse elements such as transportation,
energy, and public services to create an intelligent and responsive urban environment. The
amalgamation of EVs and loT not only addresses the pressing issues of energy efficiency and
environmental sustainability but also lays the foundation for the creation of truly smart and
interconnected urban spaces.

This synergistic integration holds the potential to transform the urban landscape in several key
areas:

Smart Charging Infrastructure: loT-enabled charging stations can dynamically manage energy
loads, optimize charging schedules, and integrate renewable energy sources, contributing to a more
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sustainable and efficient EV charging ecosystem.

Vehicle-to-Grid (V2G) Communication: The bidirectional communication facilitated by loT
empowers EVs to not only draw energy from the grid but also feed excess energy back, contributing
to grid stability and supporting the integration of renewable energy.

Fleet Management and Optimization: Real-time data from 10T sensors in EVs enable predictive
maintenance, route optimization, and efficient fleet management, enhancing operational efficiency
and reducing costs.

Traffic Management and Air Quality Monitoring: Through 10T, EVs become integral components
of a dynamic traffic management system, providing real-time data on traffic conditions.
Additionally, 10T sensors in EVs contribute to air quality monitoring, aiding in the pursuit of
cleaner urban air.

User Experience and Convenience: 10T technologies enhance the overall user experience for EV
owners by providing seamless connectivity, enabling remote monitoring, and offering personalized
services through mobile applications.

However, this integration also brings forth challenges, including cybersecurity concerns, data
privacy issues, and the need for robust standards. This paper seeks to delve into the intricate web of
opportunities and challenges presented by the integration of Electric Vehicles and the Internet of
Things in smart cities, providing a comprehensive understanding of the transformative potential that
lies ahead. Through a critical examination of existing literature, case studies, and technological
advancements, we aim to pave the way for a sustainable and interconnected urban future.

Because of the rapid rise of the population density inside urban environments, substructures and
services have been needed to supply the requirements of the citizens. Accordingly, there has been a
remarkable growth of digital devices, such as sensors, actuators, smartphones and smart appliances
which drive to vast commercial objectives of the Internet of Things (l0T), because it is possible to
interconnect all devices and create communications between them through the Internet [1]. In the
past, it was difficult or even impossible to combine these digital devices. Likewise, gathering their
information for day-to-day management of activities and long-term development planning in the
city is essential. For example, some public transport information, e.g., real-time location and
utilization, occupancy of parking spaces, traffic jams, and other data like weather conditions, air and
noise pollution status, water contamination, energy consumption, etc. should be gathered
continuously. To this end, different technologies have been applied to address the specific features
of each application. The required technologies cover a wide range and layer from the physical level
to the data and application layers. One of these technologies, proposed in [2], considered a two-way
relay network with an orthogonal frequency division multiple accesses to achieve higher efficiency
in smart grid communications.

The 10T archetype is in the power of smart and self-configuring devices which are well linked
together by global grid infrastructures. 10T can be typically defined as a real object, largely
dispersed, with low storage capabilities and processing capacities, while aiming at enhancing
reliability, performance and security of the smart cities as well as their infrastructure [3]. On this
basis, in the present paper, a survey of the loT-based smart cities information from related reports is
conducted.

The loT consists of three layers, including the perception layer, the network layer, and the
application layer, as shown in Figure 1. The perception layer includes a group of Internet-enabled
devices that are able to perceive, detect objects, gather information, and exchange information with
other devices through the Internet communication networks. Radio Frequency Identification
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Devices (RFID), cameras, sensors, Global Positioning Systems (GPS) are some examples of
perception layer devices. Forwarding data from the perception layer to the application layer under
the constraints of devices’ capabilities, network limitation and the applications’ constraints is the
task of the network layer. 10T systems use a combination of short-range networks communication
technologies such as Bluetooth and ZigBee which are used to carry the information from perception
devices to a nearby gateway based on the capabilities of the communicating parties [4]. Internet
technologies such as WiFi, 2G, 3G, 4G, and Power Line Communication (PLC) carry the
information over long distances based on the application. Since applications aim to create smart
homes, smart cities, power system monitoring, demand-side energy management, coordination of
distributed power storage, and integration of renewable energy generators, the last layer which is
the application layer, is where the information is received and processed. Accordingly, we are able
to design better power distribution and management strategies [5].

2. EXISTING LITERATURE

Motivations

The smart city is becoming smarter than in the past as a result of the current expansion of digital
technologies. Smart cities consist of various kinds of electronic equipment applied by some
applications, such as cameras in a monitoring system, sensors in a transportation system, and so on.
Furthermore, utilization of individual mobile equipment can be spread. Hence, with taking the
heterogeneous environment into account, various terms, like characteristic of objects, participants,
motivations and security policies would be studied [6]. Reference [7] presented some of the key
features of potential smart cities in 2020. Smart citizens, smart energy, smart buildings, smart
mobility, smart technology, smart healthcare, smart infrastructure, smart governance and education
and finally smart security are the aspects of smart cities. The features of a smart city are shown in
As of my last knowledge update in January 2022, | can provide you with an overview of the general
topics and areas covered in existing literature on the integration of Electric Vehicles (EVs) and the
Internet of Things (IoT) in smart cities. Keep in mind that the field of EVs, 10T, and smart cities is
dynamic, and new research may have been published since then. In an IoT environment, devices
can be aggregated according to their geographical position and also assessed by applying analyzing
systems. Sensor services for gathering specific data are utilized with some ongoing projects
regarding the monitoring of each cyclist, vehicle, parking lot and so forth. There have been a lot of
service domain applications which utilize an 10T substructure to simplify operations in air and noise
pollution control, the movement of cars, as well as surveillance and supervision systems.

The developments on the Internet provide a substructure that enables a lot of persons to interlink
with each other. The following development on the Internet may make it more applicable to arrange
proper interlinks between objects. In 2011, the number of interconnected things was far higher than
the amount of population [8]. Figure 3 shows the interconnection among the various objects based
on the IoT [8]. Consequently, providing IoT improves cities and affects the different features of
humans’ life by creating cost-effective municipal services, enhancing public transformation,
reducing traffic congestion, keeping citizens safe and healthier. Moreover, it plays a vital role in the
national level associated with policy making (e.g., energy conservation and pollution reduction),
monitoring systems, and needed infrastructures. Thus, it helps to supply a system with more
efficiency, lower cost and more secure operation through energy conservation rules, economic
attention as well as reliability level

2.1 10T Technologies for Smart Cities

The 10T is a broadband network which employs standard communication protocols [9,10], whereas
the Internet would be its convergence point. The major notion of the 10T is the widespread
existence of objects which are able to be measured and inferred, as well as it is able to modify the
situation. Accordingly, 10T is empowered by the expansion of several things and communication
equipment. Things in the lIoT involve smart equipment such as mobile phones and other facilities
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including foodstuff, appliances and landmarks [11,12] that can collaborate to achieve a joint
objective. The main characteristic of the 10T is its effect on consumers” life [7]. In the concept of
I0T, since the cabling cost for millions of sensors is expensive, the communication between sensors
should be wireless. Low-power standard communication is suitable for interconnection among
many devices. According to location and distance coverage, some networks are introduced as
follows.

Home Area Networks (HAN) which use short-range standards like, ZigBee, Dash7, and Wi-Fi. All
monitoring and control components in a home are connected by the HAN.

Wide Area Networks (WAN), provide communication between customers and distribution utilities
which require much broader coverage than HAN and for implementation needs fiber cable or
broadband wireless like 3G and LTE.

Field Area Networks, which are used for connection between customers and substations [5].

In 10T, two tasks, including sensing and processing the data, are performed, but they are not unified
from a wireless sensor network (WSN) viewpoint. The unified solutions are Speakthing and
iOBridge. Speakthing is an analytics loT platform for gathering, visualizing and analyzing the live
data in the cloud and you are able to analyze the data by MATLAB coding. In contrast, iOBridge
has its own hardware modules that are connected to the cloud which can be accessed by web
interfaces and collected data can be aggregated to other web services. It is noteworthy that cloud is
very important in smart cities for data storage and processing. The loT-related technology is
explained in this section.

2.2. Radio-Frequency Identification (RFID)

RFID including readers and tags has a vital task in the framework of the loT. Employing the
technologies on each related thing, accomplishing their automatic identification and dedicating the
single digital identity to any of the things will be possible, to include the network associated with
the digital information and services [13]. RFID provides some applications in smart grids, including
tracking and localization of objects, healthcare applications, parking lots and asset management.
Each tag can be as a sensor because they have not only data which is written manually but also
capture data like environmental information.

2.3. Near Field Communication (NFC)

Near Field Communication (NFC) is used for bidirectional short distance communication,
especially in smart-phones. This range usually involves a centimeter range. The application of NFC
in smartphones enables us to use it in smart cities, as well. One of its applications includes using
smartphones with NFC as a wallet which enables us to use smartphones as our personal cards such
as bank card, identification card, public transportation card, access control cards. Moreover, since
NFC is bi-directional, it can be used to share data between devices, multimedia, and documents [5].
By placing NFC at a strategic position at the house and providing an interface with the central
controller, it is possible to change the status of objects by checking the location for example switch
on the Wi-Fi when the user comes home.

2.4. Low Rate Wireless Personal Area Network (LWPAN)

LWPAN is amongst short-range radio technology, that covers large distances of up to 10-15 km.
The energy consumption of this technology is extremely low and battery lifetime is about 10 years
[2]. According to the IEEE 802.15.4 standard, it provides low cost and low-rate communication for
sensor networks. It has the lowest two layers of protocols including physical and medium access
level, besides upper layers protocols including 6LoWPAN and ZigBee [14].

2.4.1. ZigBee
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In the sensor nodes, ZigBee is applied as a low-power and low-cost wireless communication
technology [5]. It is based on the IEEE 802.15.4 standard and is suitable for creating wireless
personal area networks (WPAN) such as home automation, medical device collection and other
low-power, low-bandwidth. Some of its applications include wireless light switches, electrical
meters, and traffic management systems. ZigBee is suitable for limited ranges, coverage of city
region and supporting billions of devices. With the ZigBee-based network, a mechanism for
transmission of IPv6 packets is specified. To apply ZigBee, additional equipment usually is
required involving a coordinator, router and ZigBee end-devices.

2.4.2. 6LoWPAN

The 6LoWPAN standard is specified to adapt IPv6 communication. Over the time, IPv4 which was
the leading addressing technology supported by Internet hosts has been replaced by IPv6 due to the
exhaustion of its address blocks and the inability to separately address billions of nodes which is a
characteristic of 10T networks. IPv6 by providing 128-bit addresses solves the lack of enough nodes
for 10T networks, but it creates another problem however, which is compatibility with constrained
nodes. This problem is addressed by 6LoWPAN which is the compression format for IPv6 [15].

2.5. Wireless Sensor Networks (WSNs)

WSNs make diverse proper data available and might be applied in lots of uses like healthcare, as
well as government and environmental services [12]. Moreover, WSNs can be aggregated with
RFIDs to obtain several targets such as gaining data related to the position of people and objects,
movement, temperatures, etc. A WSN consists of wireless sensor nodes which include a radio
interface, an analog-to-digital converter (ADC), multiple sensors, memory and a power supply [5].
The different parts of a wireless sensor node are illustrated in Figure 4. According to the wireless
sensor node framework, it includes various kinds of sensors which measure data in analog format
which are converted to digital data through an ADC. Some procedures are processed on the data
through a memory and microcontroller according to data requirements. Finally, data are transmitted
by a radio interface. All of this equipment needs to be equipped with a power supply.

Energies 10 00421 g004 550Figure 4. The architecture of a wireless sensor node.

A completed WSN is an extremely tiny low-power, low-cost sensor node which can be applied in
any environment and works continuously for a few years. In reality, this utopic WSN has not been
realized. WSN has severe source constraints like reliance on battery life. With a large number of
sensor nodes in smart cities, replacing or recharging their batteries is infeasible. Designing a
protocol for sophisticated power management schemes like solar panels is essential for WSN power
sources.

2.6. Dash7

Dash 7 is a promising standard for WSNs used in long distance and low power sensing applications
such as building automation and logistics. This protocol is for kilometer-distance range and operates
at 433 MHz which not only has better penetration through walls than 2.7 GHz but is also appealing
for HANSs. It is worth noticing that Dash is very attractive in military application especially
substation construction. Some of its applications are hazardous material monitoring, manufacturing
and warehouse optimizations and smart meter development [16].

2.8 3G and Long Term Evolution (LTE)

3G and LTE are standards for wireless communication for mobile phones and data terminals.
Regarding the development and expansion of wireless communication infrastructures, LTE and 3G
are available everywhere, even in third world countries. This technology is for broadband
connectivity and was not designed for short range uses. Hence, it is applied for WANs which
require longer distance ranges. Nevertheless, there are some barriers to their implementation that
should be addressed. High data cost due to providing this service by the service providers, and
inability to use them for communication among billion devices are some of the problems of these
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services.

2.9. Addressing

The Internet empowers a significant interconnection among persons, and similarly, the current
tendency in the 10T creates an interconnection of things and stuff, for providing smart environments
[8]. For this purpose, the ability of exclusively identifying devices and things is essential for
desirable results of the 10T. The reason behind this is the fact that exclusively addressing the large-
scale mixture of things is crucial to control them through the Internet. Besides the expressed
exclusivity idea, reliability, scalability and strength indicate the main needs to establish an
improved unique addressing structure [8].

2.10. Middleware

Due to several concerns regarding the heterogeneity of contributing objects, to the limited storage
and processability, along with to the huge different kinds of application, the middleware has a vital
task in the interconnection of the things to the applications’ layers. The main target of the
middleware is to briefly aggregate the functionality and communication abilities of all included
devices.

2.9. Smart Cities Platforms and Standards

The relationship between the physical and IT infrastructure constructs a novel machine-to-machine
(M2M) communication for smart cities which along with new features of network drives smart
cities’ communication platforms. These platforms help to cover the communication requirements
between heterogenous access technologies and application suppliers. Moreover, these platforms
help form the loT with real world sensors and communication networks. One of these platforms
which is being used widely is openMTC extracted from the latest ETSI standards for the smartM2M
specification. The aim of the openMTC platform is to provide a compliant middleware platform for
M2M applications and implementation of the smart city [17].

As introduced earlier, the main standard for smart cities is IEEE 802.15 which is for wireless
personal area networks. This standard consists of different parts including: 1—Bluetooth, 2—
coexistence, 3—high rate WPAN, 4—Ilow rate WPAN, 5—mesh networking, 6—body area
networks, 7—visible light communication, 8—peer aware communication, 9—key management
protocol, 10—Ilayer 2 routing, 11—wireless next generation standing committee [18].

Smart Charging Infrastructure:

Research often explores the design and implementation of intelligent charging infrastructure for
EVs within smart cities.

Topics include dynamic pricing mechanisms, load balancing, and the integration of renewable
energy sources into the charging grid.

Vehicle-to-Grid (V2G) Integration:

Literature discusses the bidirectional communication between EVs and the power grid, exploring
the potential of V2G for grid stability, energy balancing, and demand response.

Studies often evaluate the economic and environmental implications of V2G integration.

Fleet Management and Optimization:

Existing literature delves into the use of IoT for real-time monitoring of EV fleets, predictive
maintenance, and route optimization.

Case studies may focus on the operational benefits and cost savings achieved through effective fleet
management.

Traffic Management and Air Quality Monitoring:
Research explores how 10T sensors in EVs and throughout the urban environment contribute to
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real-time traffic management and air quality monitoring.

Studies may assess the impact on congestion reduction, efficient traffic flow, and improvements in
air quality.

User Experience and Convenience:

Literature often discusses the role of 10T in enhancing the user experience for EV owners, including
mobile applications for remote monitoring, scheduling charging sessions, and accessing real-time
data.

Security and Privacy Concerns:

Research addresses the potential risks associated with the widespread deployment of IoT in EVs,
focusing on cybersecurity, data privacy, and strategies for mitigating vulnerabilities.

Policy and Regulatory Frameworks:

Some literature examines the role of government policies and regulations in fostering the
integration of EVs and loT in smart cities. This includes incentives, standards development, and
regulatory frameworks to support the transition.

Case Studies and Implementation Strategies:

Existing literature often includes case studies of cities or regions that have successfully
implemented EV and loT integration into their urban infrastructure. These studies provide insights
into best practices, challenges faced, and lessons learned. Figl: 10T potential for the smart cities

Responsive
customen

cominumication Smart house

IoT future
applications

Smiart encryy Smart
and smart grds building

Figl: 1oT potential for the smart cities
3.Challenges
This section presents the current challenges for the implementation of loT-based smart cities.

Different IoT challenges for smart grids are demonstrated in Fig 2 and the expression of each one is
as follows:
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Figure 2. 10T challenges for smart cities.

3.1. Security and Privacy

When all the information is gathered and evaluated in the same loT platform, the system may
confront numerous attacks such as cross-site scripting, and side-channels. Moreover, the system can
be subjected to significant vulnerabilities. In addition, its multi-tenancy may lead to the security
problems as well and result in data leakage [3]. Therefore, cities must adopt serious measures to
ensure the privacy and security of citizen data. Without this guarantee, citizens cannot trust to
government, and the colection of the information will be difficult. All systems should be resistant
against cyber-attacks, particularly the critical infrastructure like smart meters. As a result, for
successful implementation of 10T, cities should place privacy and security as a top priority.
In Figure 3, some aspects of security in 10T including privacy, trust and data confidentiality as well
as their solutions are presented.

Security in ToT

! Data
Fivacy ik confidentiality
*Keeping the personal Make a mutual Guarantee that only
information including trust among sithonzed entities
healthcare data safe providers and SR
*Reduction the risk of people for data modify data.
violation interaction

Figure 3. Security aspects in loT.

3.2. Heterogeneity

IoT systems have usually developed with specific and notable solutions in which each element of
the system is joined to the special application context. On this basis, the authorities have to examine
their goal scenarios, define the needed hardware/software and afterward aggregate these
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heterogeneous subsystems. Providing such substructures and the procurement of a proper
cooperating scheme among them is indeed a major challenging mission for IoT systems.

3.3. Reliability

loT-based systems cause some reliability problems. For example, due to cars’ mobility, the
interconnection among them is not very reliable. Moreover, the participation of huge numbers of
smart technologies would lead to some reliability challenges, particularly regarding their failure
[74].

3.4. Large Scale

A number of defined scenarios need interactions among the enormous amount of distributed devices
that are likely to be embedded in a wide area environment. The 10T system provides a proper
platform which is able to analyze and aggregate information extracted from various devices
[3,67,68,74,75,76,77,78]. However, this large-scale data needs proper storage and computational
ability because it is gathered at high rates that lead to the usual challenges to be more difficult to
cope with. In addition, the distribution of the IoT devices can influence the monitoring actions,
since the devices have to deal with delays related to dynamics and connectivity.

3.5. Legal and Social Aspects

The 10T system likely is a service according to the user-provided data. For such terms, the service
providers have to be based on various local and international rules. Likewise, the applicants are
faced with sufficient incentives to attend a specified scenario and data gathering. It would be more
comfortable if the opportunity were given to the applicants to choose and participate in the
registration information that indicates an event [78]. Reference [79] handled the subject of systems
that include people.

4.Conclusions, Remarks and Future Trends

The importance of considering how new concepts and technologies (especially the 10T) benefit
smart cities is undeniable. The aim of this review article was to explore variant specifications and
features of 10T systems, along with the efficient incentives for utilizing them. Because the
accomplishment of the 10T substructures can enable a volume of opportunities for smart cities, first,
the most important research motivations were expressed and afterward, several main and helpful
applications explained. It was illustrated how daily activities could be extended and improved
through employing them. Likewise, the challenges arising from implementing the 10T system were
accordingly outlined. On this subject, the incorporation of the 10T platform into other independent
and smart systems to provide an intelligent and widespread utilization is one of the most interesting
future tendencies. Moreover, providing a methodology to cope with some important challenges,
such as the privacy rights of the users/residents, is still an area of research interest. Some of the
developments in the actual implementation of smart cities across the world were presented, which
can be considered as samples or pilot projects for future comprehensive smart cities. The IoT
through its functionality and specifications should indeed employ smart systems and sensors to
ensure residents’ rights.
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