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Abstract 

Software-defined Vehicular ad hoc Networks (SDVN) are the new research area where vehicular 

networks use the SDN technology for efficient network management. In SDN the network is 

divided into control plane and data plane by which the load of the network is efficiently managed. 

The control plane is responsible for building the rules and the data plane is responsible for 

transferring data between the devices or nodes. As important information such as safety-related, 

and non-safety related are exchanged between the vehicles, the nodes in the network should be 

legitimate. SDVN is mostly affected by many attackers in the network which disrupts the whole 

performance. One such most dangerous attack is Sybil attack where the attacker creates fake 

identities in the network to take control of the network. This attack should be detected well else 

the network performance decreases. In this paper, a Sybil misbehavior detection approach is 

proposed for SDVN using the Received Signal Strength (RSS) of a vehicle. The RSS values are 

computed by On Board Unit (OBU) when the beacons are regularly received from the neighboring 

vehicles. Then the vehicles with the same RSS values are grouped to check the nodes as Sybil 

nodes by finding the distances of the neighbor vehicles. The simulation is performed using 

OMNeT++ simulator and SUMO road traffic simulator. The method is compared with competing 

schemes. From the results, it is observed that the proposed approach performs better in terms of 

detection accuracy, false-positive rate, false-negative rate, and detection time.      

Keywords: VANETs, SDVN, Sybil Attack, Misbehavior Detection, RSS  

 

1. INTRODUCTION 

Vehicular networks (VNs) are most advanced networks providing many safeties and non-safety 

applications to the users [1-3]. Safety applications includes accident alarming systems, collision 

detection, parking solutions, traffic detection, etc. Non safety applications include media uploading 

and downloading data, file transfer, gaming, internet access, etc. These communications are 

possible between the vehicles using V2V and V2I communications. V2V means vehicle to vehicle 
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communication and V2I means vehicle to infrastructure communication, where infrastructure 

means roadside units (RSUs). VNs mainly uses standards for communication such as DSRC and 

WAVE [1-3]. DSRC means Dedicated Short Range Communications. WAVE means Wireless 

Access to Vehicular Environment. However, nowadays VNs mainly uses the 3G/4G/LTE, WiMax, 

etc. communications for better connectivity.  

As VNs exchange valuable information between the vehicles the data transfer should be between 

the legitimate vehicles. Therefore, security is a major concern in VNs [4-6].  Many types are 

attacks are performed by the attackers to control the whole network for their use. This degrades 

the performance of the network where the legitimate vehicles are compromised or attacked by 

other malicious vehicles. One such most dangerous attack is Sybil attack where the attacker creates 

fake identities in the network to create the control over the network and performs negative actions 

for example packet dropping, jamming, routing attack, denial of service, data modification, etc. In 

this work, we have proposed a Sybil misbehavior detection approach to detect the Sybil nodes. For 

efficient management of the network and providing good security regarding the Sybil attack 

detection we have used SDN based technology [7-9]. SDN offers a greater potential for providing 

a secure and flexible network [31-33]. The basic SDN architecture is shown in Fig. 1 as follows. 

There are basically three layers such as Application layer, Control layer, and Data layer. The 

application layer provides safety and non-safety applications. In this work our main application is 

misbehavior detection of Sybil’s attacker. The Control layer consists of a SDN controller which 

controls the whole system by designing the rules for each device connected to the network. The 

base layer is the Data layer where the data are exchanged between the nodes in the VNs. The 

application layer is connected to the control layer using the APIs (Application Peripheral 

Interfaces) and the control layer is connected to the data layer using the interface as shown in Fig. 

1.  This technology will better be suited to our environment for providing misbehavior detection. 

  

 

Fig. 1: SDN Architecture 

 

In this work the major contributions are stated as follows: - 
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1. In this paper, a Sybil misbehavior detection approach is proposed for SDVN using the 

RSS value of a vehicle.  

2. The RSS values are computed by the OBU when the beacons are regularly received 

from the neighboring vehicles. Then the vehicles with same RSS values are grouped. 

To check the nodes as Sybil nodes the distances of the neighbor vehicles  are 

calculated using the RSS values.  

3. The simulation is performed using OMNeT++ simulator and SUMO road traffic 

simulator. The method is compared with Grover et al. [10] and Grover et al. [11].  

4. From results it is observed that proposed approach performs better in terms of 

detection accuracy, false positive rate, false negative rate, and detection time. 

The rest the work is organized as follows. Section 2 presents the related works in Sybil 

misbehavior detection. Section 3 presents the network model, misbehavior model and 

proposed approach. Section 4 presents the simulations and results. Section 5 presents the 

conclusion and future scope of the work.     

 

2. RELATED WORKS 

Many research works have been done to detect the Sybil attack in VNs [10-29]. Grover et al. [10] 

proposed a RSS based sybil attack detection for VANETs. In this method, the RSS of the vehicles 

are collected by the RSUs and the vehicles with same RSS values are stored in a group and the 

vehicles with different RSS values are stored in another group. This method detects the sybil 

attackers well. However, this method totally dependent on the deployment of RSU, means if the 

number of RSU increases the detection accuracy also increases. This is a limitation of this scheme. 

Grover et al. [11] proposed another scheme where the neighboring vehicles are used to identify 

the sybil attackers. In this method if common neighbors are there for a particular amount of time 

with all the neighbors, then the group of nodes are called as Sybil nodes. However, if the sybil 

node generates fake identities after every regular interval then it will be a problem to detect the 

sybil attackers. Grover et al. [12] proposed another mechanism where they consider distance, 

angle, and RSS to find the actual sybil attacker. The parameters are calculated using the RSU. So, 

this method also depends on the RSU and if there is sparse network with less RSU then it may 

affect the process. Grover et al. [13] also finds another approach such as multivariate verification 

of sybil attack detection using the movement patterns of the nodes. However, these nodes also 

depend on the RSUs. Shrestha et al. [21] given a lightweight solution for detection of sybil nodes 

in vehicular networks. Many such research works are presented in [10-29], where the researchers 

use cryptographic solutions, trust solutions, machine learning solutions, etc. The researcher 

provided solutions for the malware identifications and two factor authentication [35-38] for 

providing the security. In [39- 41] authors presented deep reinforcement methods and syn flood 

attack detections and how they affect the performance. 
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From the above study it is found that very less work has been done in software defined VANETs, 

where the application is misbehavior detection, and the whole rules are designed by the SDN 

controller. The data transfer is also managed well by the SDN controller at the data layer. So, it 

will be a new direction in detecting the Sybil attack using the RSS in SDVN. 

 

3. PROPOSED SYBIL MISBEHAVIOR DETECTION APPROACH 

In this section, we have mainly discussed about the network model and assumptions, sybil 

misbehavior model, and proposed misbehavior detection approach. 

 

4.1. Network Model 

This section describes about the network model and the communication between the nodes. The 

SDVN network is presented in Fig. 2 as follows. The network mainly consists of three layers such 

as Application layer, Control layer, and Data layer. The application layer provides misbehavior 

detection of Sybil attacker. The Control layer consists of a SDN controller (SDNC) which controls 

the whole system by designing the rules for each device connected to the network. The base layer 

is the Data layer where the data are exchanged between the nodes in the VNs. The application 

layer is connected to the control layer using the APIs and the control layer is connected to the data 

layer using the interface. The vehicles communicate using V2V communication. The vehicle 

communicates with the RSU using V2I and I2V communication. The RSU communicates with the 

base station (BS) using I2BS and BS2I communication. The BS communicates with the SDN using 

SDNC2BS and BS2SDNC communication.  

The model assumptions are stated as follows. The vehicle consists of a OBU unit which is 

responsible for transmission/reception, computation, and storage. It has a GPS by which a vehicle 

can locate itself. The vehicle in the network sends beacon message at a regular interval of time. 

This beacon message consists of identity ID, current position (xn,yn), speed sp, and direction dir. 

Each vehicle maintains a neighbor table where they maintain the parameters of the beacons 

received from the neighboring vehicles. These are updated after each beacon is received.      
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Fig. 2: An architecture of software defined vehicular network 

 

 

4.2. Misbehavior Model 

 

In this model, we have considered the Sybil misbehavior where a Sybil node or vehicle in the 

SDVN network creates fake identities to take control of the network. This is possible by creating 

unique fake identities and start beaconing from those identities to disrupt the network performance. 

These fake identities need to be detected. Fig. 3 presents the sybil misbehavior of vehicle V1 which 

creates fake identities such as V2 and V3. Afterwards V1 initiates beaconing from each vehicle to 

perform attack over the network such as routing attack, packet dropping, position cheating, etc. 

We assume that the Sybil node changes the parameters of the beacon message such as change of 

direction, change of current position, and change of speed. We also assume that the RSS of the 

Sybil nodes are same, as the beacons at a particular time are generated from a single Sybil node.   
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Fig. 3: Sybil misbehavior by the sybil node V1 in SDVN 

 

 

4.3. Proposed Sybil Misbehavior Detection Approach 

This section describes about the misbehavior detection approach for Sybil attack. From Fig. 3 it is 

observed that vehicle V1 is a Sybil node which creates the fake identities V2 and V3. V4 is a 

genuine vehicle which receives the beacon from V1 as well as V2 and V3 and stores it in the 

neighbor table. Let the beacon of V1 contains <V1, (x1,y1),sp1,dir1>. Similarly V2 and V3 

beacons contain <V1,(x2,y2),sp2,dir2> and <V1,(x3,y3),sp2,dir2> respectively, where (x2,y2) 

and (x3,y3) are the virtual positions where actually vehicle does not lie. The steps to detect the 

Sybil nodes are described as follows. 

Step 1: A vehicle checks which vehicles have the same RSS. The RSS of a neighbor vehicle is 

computed by the OBU.  

Step 2: After finding the RSS of a neighbor vehicle, the distance drssi from which the signal is 

received is calculated by: -  

                                             𝑑𝑟𝑠𝑠𝑖 = 10(
𝑚𝑒𝑎𝑠𝑢𝑟𝑒𝑑 𝑝𝑜𝑤𝑒𝑟−𝑟𝑠𝑠𝑖

10 ×𝑁
)
                                         (1) 

Where, measured power is calculated by a vehicle (V4) when beacon is received, rssi is the 

power at 1 m, and N is a constant which ranges from 2-4.  

Step 3: After finding the drssi, it checks whether the distance d between itself  (x1,y1) and 

neighbor vehicle (x2,y2) is same. If it is same, then the vehicle is assumed to be genuine else 

it is a fake identity vehicle and considered as Sybil node. The distance d is calculated using 

the Euclidean distance method shown as follows: - 

                                            d = sqrt((x2-x1)2 + (y2-y1)2)                                      (2) 

Step 4: After finding the Sybil set, this sets information is forwarded to the SDNC using the 

simple position-based routing mechanism [1], for taking emergency action to keep the 

network safe from Sybil attackers.  
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The whole steps are clearly represented in the flowchart shown in Fig. 4. The algorithm is 

also presented in Algorithm 1. Step 2 to Step 5 has a time complexity of O(n), where n is the 

number of vehicles for which RSS is computed. Step 6 has O(n) time complexity where n 

vehicles RSS values are taken to find m vehicles with same RSS. Step 7 and Step 8 has 

complexity of O(1). Step 9 to Step 15 has complexity of O(m) where m is the number of 

vehicles with same RSS. Step 16 has a complexity of O(1) where the Sybil set information 

is send to SDNC.  

 
 

Fig. 4: Flowchart for Sybil misbehavior detection. 

 

 

Algorithm 1: Sybil misbehavior detection in SDVN  
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5. SIMULATION AND RESULTS 

 

To carry out the simulation, Veins hybrid framework simulator. IEEE 802.11p standard for 

communication by this simulator. In hybridization it uses OMNeT++ network simulator [30] and 

SUMO road traffic simulator [31]. These simulators are connected using a trace file interface. This 

interface provides the TCP connection and real time interaction between the network simulator 

and road traffic simulator. The simulation is performed in a grid scenario. The simulation setting 

is shown in Table 1 and Table 2 as follows. The results are the average of 20 simulation runs.  

 

The performance of the proposed scheme is compared with Grover et al. [10] and Grover et al. 

[11] schemes which also uses the RSS based Sybil misbehavior detection approach. The 

performance parameters taken are: - 

 

1. Detection accuracy: The number of misbehavior nodes detected correctly from the set of 

misbehavior nodes. 

2. False Positive Rate (FPR): The number of good nodes incorrectly detected as Sybil nodes. 

3. False Negative Rate (FNR): The number of Sybil nodes incorrectly detected as good nodes. 

4. Detection time (DT): Time required to detect the Sybil nodes in the whole network.   

 

Table 1: Simulation setting for SUMO 

 

Sl. No. Parameters Values 

1 Area 

 
3000 ∗ 2000 

m2 

2 Number of Lanes 3 ∗ direction 

Input: Beacon information of neighbour  

Output: Sybil node 

1. Start 

2. For i=1:n                   \\ n is the number of neighbour vehicles 

3. Compute RSSi; 

4.        RSS[i] = RSSi; 

5. EndFor 

6. Cluster m with same RSS; \\ m is the number of vehicles with same RSS 

7. Calculate drssi; \\ drssi is same for the m vehicles 

8. k=0; 

9. For j=1:m 

10.       Calculate dj; 

11.       If (dj != drssi) 

12.            Sybil[k]=j; 

13.       EndIf 

14. k=k+1; 

15. EndFor 

16. Send Sybil[] to SDNC;      

17. End  
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3 Maximum Speed of Vehicles 

 

30 m/s 

4 Allowed Maximum Speed on Edges 

 

30.556 m/s 

 

5 

Maximum Acceleration 

 

3.0 m/s2 

6 Maximum Deceleration 6.0 m/s2 

7 Driver Imperfection 0.5 

8 Number of vehicles 100 

9 Vehicles type 3 

10 Length of vehicle type 5 m, 7 m, 12 

m 

 

Table 2: Simulation setting for Network Simulator 

 

Sl. No. Parameters Values 

1 Simulation Time 300 s 

2 Bitrate 6 Mbps 

3 Packet Generation Rate 10 packets/s 

4 Communication Range of Vehicle 300 m 

5 Communication Range of RSU 500 m 

6 Update Interval 0.1s 

7 IEEE 802.11p 

8 Sensitivity -80 dBm 

10 SDN controller 1 

12 Number of RSU 4 

13 BS 1 

14 Number of simulation run 20 

 

To evaluate the performance using the above performance parameters, the percentage of 

misbehaviors nodes are varied to see the change.   

 

 Detection Accuracy: From Fig. 5 it is observed that detection accuracy reduces when the 

number of attackers increase in network. Proposed approach performs better in terms of 

detection accuracy by showing an average detection accuracy of 88%. Grover et al. [10] 

and Grover et al. [11] shows an average detection accuracy of 70% and 80.8%.   

 

 FPR: From Fig. 6 it is observed that FPR reduces when the number of attackers increase in 

network. Proposed approach performs better in terms of FPR by showing an average FPR 

of 3%. Grover et al. [10] and Grover et al. [11] shows an average FPR of 10% and 5.2%.    
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 FNR: From Fig. 7 it is observed that FNR increases when the number of attackers increase 

in network. Proposed approach performs better in terms of FNR by showing an average 

detection accuracy of 3%. Grover et al. [10] and Grover et al. [11] shows an average FNR 

of 10.4% and 5.2%.    

 

 DT: From Fig. 8 it is observed that detection time increases when the number of attackers 

increase in network. Proposed approach performs better in terms of detection time by 

showing an average detection time of 30s. Grover et al. [10] and Grover et al. [11] shows 

an average detection time of 35s and 33s.    

  

 

 
 

Fig. 5: Detection Accuracy 
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Fig. 6: False Positive Rate 

 

 

 

 

 
 

Fig. 7: False Negative Rate 
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Fig. 8: Detection Time 

 

 

6. CONCLUSION 

 

Software-defined VANETs (SDVN) are a new research area where vehicular networks use the 

SDN technology for efficient network management. In this work, a Sybil misbehavior detection 

approach is proposed for SDVN using the RSS of a vehicle. The simulation of this proposed work 

is performed using OMNeT++ simulator and SUMO road traffic simulator. It is compared with 

other RSS based Sybil misbehavior detection schemes. From results it is observed that proposed 

approach performs better than above schemes in terms of detection accuracy, false positive rate, 

false negative rate, and detection time. This method will be better Sybil misbehavior detection 

approach in vehicular networks. In future, this method will be practically implemented by taking 

transceivers and SDN controller.     
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