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Abstract

This paper aims to study various fraud occurrences in India and China and their outcomes on the general public.
Financial transactions have become easy since the invention of internet, but some miscreants called fraudsters
are using it for unlawful activities which causes huge financial losses worldwide every year. The results of this
research can be used by financial organizations around the world for customer’s awareness and education and
also in making better policies for protecting the citizens and bank from financial frauds in respect of financial
activities, geographical location and its usage. In both the countries used to conduct research the quotative data
is being used to test the fraud occurrence model. The results from this research helps us in understanding
different behaviors of customers regarding online transactions and frauds associated with them. It was noted that
in China, the satisfaction level of customers was relatively less and service quality was not up to the expected
mark in the majority of situations. After conducting this research, the study suggests that a number of areas for
improvement in the near future, especially related to fraud detection. If we can research the problems from the
financial institution side rather than the consumer’s side we can come up with better solutions to frauds as these
institutions deal with fraud on a regular basis. The aim of the paper is to create a precise and statistical occurring
globally and understanding of various frauds by using three approaches (geographical factors, IT usage and
financial activities).
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INTRODUCTION

Banks have been helping human society for further progresses during last many centuries especially in the
western world. Financial services that are provided to customers which are extremely small scale in nature like
the cheque, credit cards etc, are called as personal or retail banking (Casu et al., 2006). In recent times due to
advancement in technology the banks have been able to cater various needs of customers in different areas. The
current advancement in technology has helped the customers by providing the latest solutions which cater to
their various banking needs globally (Hanafizadeh et al., 2014); (Nguyen et al., 2012a). In the Asian community
China banks have had a very short presence, so the products offered by banks are extremely new to the people
of mainland China. However, in recent years, the Chinese people and the government has been trying to catch
up to the banking standards of the western world. There was a famous article in the Indian express, at least one
in every 10 million people in India has either lost money in a fraudulent scheme or know somebody who has
fallen prey to such activities. When we compare China’s banking system to the rest of the world it seems to be
still in its nascent stages. Since the Chinese economy is just beginning to boom it is interesting to see whether
they are also facing the same problems that well-established banks in the western worlds faced decades ago.

2384



Arnab Chatterjee

Literature Review

As per Chinese central bank records (PBC, 2010), Chinese people were able to use the first bank card in the
year 1979 and this project was carried out in only a select few societies. This project was carried out in secret
with the majority of the Chinese population being completely unaware of the project carried out by their
government. In the last few decades there has been a complete overhaul in the banking system of China and by
the year 2009, the Chinese people had 1,180 million cards in circulation in the whole country. The total number
of credit cards used by the people were 18.7 crores. (Qi et al., 2016) found that, the people who choose to use
these cards were fairly a young group and they were very different from their parents. The early adopters of
these cards liked to travel abroad and they did not like the idea of using cash at every possible place since it was
quite bothersome. These young people preferred the convenience of carrying cards and the benefits it offered.
Since the invent of the internet, the banking payment system has become even faster compared to the pre
internet period. (McKenna & Green, 2002) suggested that there are 4 factors that helps anybody differentiate
between an internet interaction and physical contact: (1) higher confidentiality; (2) the decrease in importance of
physical appearance; (3) higher flexibility with respect to time and extent of interaction; and (4) the extended
abilities of social media. In short, the people who are using the internet for their everyday transactions are using
it for the hassle-free environment and the fast pace options. The important thing to note here is that the greater
concealment provided by the internet misleads some people to believe they are immune to any type of frauds
since the internet will be protecting them. However, reality is far from this belief. (Joinson, 2001) suggested that
communications in which computers are involved and the general behavior associated with the internet requires
a high level of disclosures of personal information. (Nguyen et al., 2012b) had compared the interactions
associated with online mode vs offline mode disclosures that a user has to make by investigating many factors
which included communication methods, reason for interaction and relationships between communicators.
(Grazioli, 2004) had explained that, people in general have a tendency to compare the new information with the
information they already possess. It is quite unfortunate that we make this comparison to the people living on
earth for many centuries, the internet in this comparison is extremely new and has many uncertainties associated
with it. (Logsdon & Patterson, 2009) had discovered that there is highly unethical contacts and behavior
established on the internet. RBI had released statistics in 2018 which showed that, loss due to fraud in INDIA
had reached Rs.70000 crores in the year ranging from 2014-2018. As mentioned in one of the current studies
organized by NSSO in 2017, the INDIA Payment Association, fraud losses from 2012 have been increasing for
the Internet and bank cards. Figure 1 represents the losses in INDIA which had reached Rs. 3 crore 88 lakhs in
2012. A recent by RBI had said that as of in the first 4 months 2021 there was a total of 7400 fraud cases
registered. There are about 5 crore 80 lakhs credit card users as of August 2020 and it is increasing at a regular
pace every year. It is a matter of great concern for the authorities that as the number of credit card users increase
the financial literacy of the consumers regarding these products is not increasing the same rate and these types
of consumers usually face fraudster attacks in the future. There are various categories of fraud and there are ups
and downs in each category as the technology to combat those frauds evolve over time. In 2012, the frauds
which caused most losses to the Indian public were Card-not-Present. INDIA is a major country which
advocates the use of Chip and PIN globally. If we exclude the cases against fraud, financial organizations
benefit greatly as there is liability shift. If there was a payment done which was found to be fraudulent the
liability of the frauds fall on the shoulder of the acquirer and the merchant is then held liable by the acquirer,
given that the merchant is not chip and PIN-enabled. Since payment systems had started the Chip and pin is
recognized as the biggest evolution since decimalization 35 years from 1997-2003 in the Indian subcontinent.
China even today still uses bank cards that have been equipped with a six-digit pin and magnetic strip. Any
online transaction in China in POS terminals, the cards issued by the banks needs to be used and then a correct
PIN number needs to be entered to complete the payment transaction. The majority of the financial
organizations in China have realized the benefit from these new Chip and PIN system, and are actively working
towards its installation and replacement Since China has a huge population complete replacement of the existing
cards is going to be a time and resource consuming process. Indian citizens while using online methods for
payment submit credit/debit card details, like card number, card owners name, date of expiry, postal address,
issue number/security code, etc., on the websites of online merchants. Indian customers have the flexibility to
make an online purchase without having to use online financial services. Chinese online shopping on the other
hand is very different and complicated because right from the beginning of any transaction online banking is
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involved. Online users experience an increased level of security. Different financial organizations in China offer
different solutions for online shopping security solutions:

* OTP generator/digital certificate: People using Mobile banking are being proposed to use OTP and
biometric information to make the transactions secure (Tsai et al., 2012).

* Instant alert service which was started in 2006 by the China Construction Bank, which is one of the biggest
four government operated Chinese banks, partnered with Chinese state-owned company China mobile to work
on the instant messaging service.

* Virtual keyboard: customers can get extra protection from different viruses and trojans by using virtual
keyboard, as these tend to record different numbers and characters which are being typed through a computer
keyboard.

7,00
6.00

5,00

609.9

4.00

504.8
4394
427.0
535.2
440.0

3,00

424.6
420.4
388.0

2,00

1,00

o9 e B >4 B4
| ) | I ’

2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012

360.4
341.0

Figure 1. Debit/credit card losses in INDIA-issued cards 2002-2012
Conceptual background

For decades, people have been trying to investigate the theories that have been applied for innovation
adoption. The most accepted technology acceptance model is (TAM;(Davis1989, n.d.) and innovation diffusion
theory (IDT; (E. M. Rogers et al., 2019). The principal approach to study various methods of technology
adoption and innovation was provided by TAM and IDT. It is interesting to see that as the time passes on
technology have become customer-orientated and people-centered. It is extremely important to shist our
attentiveness from system analysis to users one selves. There are a few variables based on TAM and IDT, used
for testing purposes like the relative ease of use, customers perception on technology. The survey was carried
out in both countries through the help of google forms and then the data was analyzed both qualitatively and
quantitatively. Geographical factors were analyzed to understand the dawdling of promotion of technology in
the Indian subcontinent. NSSO had studied the geographic characteristics which included age, income,
education level and financial products ownership. People who fall into bracket of 35-54 years of age who have a
higher chance of accepting internet banking services. Comparing this situation to India it was found that the
credit card use in China, was mainly targeted towards individuals who were in the less than 26 years old and
these people loved to take risks and see innovative financial solutions. This study showed that people who are
using cards in China are relatively young when compared to the rest of the Asian counties and like the hassle-
free environment provided by these cards. They were mainly attracted by the fact that the risk and hassle in
carrying cash could be overcome significantly. The other studies conducted were mainly to find out the
perspectives of the non-users of technology and their reasons for doing so. (Black et al., n.d.)in his research
found that perceived risk was an important factor for individuals to use banking technology services while
choosing services from different banks.(Mdaenpaa et al., 2008) and (Agarwal et al., 2009) suggested what
subsequent research should be on regrading adoption of financial services and how it should go beyond out
traditional approach. Although probable danger and issues related to security have been raised in previous
studies (Rotchanakitumnuai & Speece, 2003),(Martins et al., 2014) believe that a true picture of the individuals
suffering from individual fraud has yet not come into light and more study needs to be done regarding these.
The interesting thing to observe is that it is quite obvious about the research gaps and what influential factors
lead to financial frauds and their larger impact on society. When research was conducted into other internet
frauds and the financial transaction involved in it was noted that a new field of study has evolved, which
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includes data security, internet protocols, constructions. (Tzeng et al., 2005). New models are being
continuously developed for providing greater security to consumers and rescues financial frauds. (Lin & Hsu,
2011) (Vincent et al., 2010). This research phase is being principally led by computer science individuals, but
this study also helps us in understanding the IT usage of various people. The characteristics of internet and data
transmissions has helped us in this study. This study contains IT usage of bank customers, particularly during
online transactions which possesses potential threats to bank customers and also the banks themselves. The 3
approaches were combined for this study to understand the statics of occurrence of online fraud. Figure 2
represents the conceptual framework

Research hypothesis

Three approaches are introduced in this section which are centered on the conceptual model which was
instigated in the earlier segment, demographical factors (Quazi & Talukder, 2011), economic activities (Nasri &
Charfeddine, 2012) and IT usage (Buzzetto-Hollywood, 2014), has been used to find out about fraud
occurrences during transactions in the online mode. Variables and Research hypotheses are progressed in
Section 4.1- 4.4.

4.1 Demographical factors

The data from demographics were greatly used in the 1980s in retail sectors (D. Rogers, 1986). Data
obtained from demographics have been used to formulate marketing strategies for various subgroups of the
population (Pol, 1986). During recent years, (Powers & Sterling, 2008) recommended that data which are
obtained from demographics and which are relevant can be used to form strategies according to various
customer segments. Therefore, the hypotheses associated to demographical elements are prepared as follows:

H1. The occurrence of internet frauds is associated with different age groups.

H2. The frauds which occur on the internet is associated with gender difference.

H3. The frauds which occur on the internet is associated with difference in education levels.
4.2 Economic activities

A prototype was built by (Mckechnie, 1992) which helped in creating an interaction model to understand
end-user behaviors when buying online and the long-term relationship of buyer-seller. So, the hypothesis which
involves financial activities are as follows:

H4. The frauds which occur on the internet is associated with bank card usage.

H5. The frauds which occur on the internet is associated with usage of banking channels.
H6. The frauds which occur on the internet is associated with the accounting management.
H7. The frauds which occur on the internet is associated with customer satisfaction.

4.3 1T usage

Various activities are carried out in the internet with the invent and development of network technology. On
a daily basis individual have been using the platforms for sharing data and also its transmission. Gralla (2006)
studied various kinds of attacks that are possible on the internet like phishing attack browser weakness etc. The
following hypotheses demonstrates a few popular activities associated with the individual’s IT usage:

H8. The frauds which occur on the internet is associated with the difference in the IT skills of individuals.
H9. The frauds which occur on the internet is associated with IT usage frequency.

H10. The frauds which occur on the internet is associated with online activity
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Figure 2. The conceptual framework
Research methods
5.1 Estimation development

(Hoehle et al., 2012), suggested researchers to use survey questionnaires to understand the customer’s
satisfaction of any service. A majority of quantification and variables are created based on earlier research but
with a current touch. The questionnaire was divided into 4 parts which included private information of
customers, IT usage, information on fraud cases (optional). The 4™ section was exclusively designed for
customers who had experienced related fraud and was thus left optional. A pre-survey was conducted on a
sample size population of about 250 people in the Sothern part of India. In total 76 responses were received and
then the responses were evaluated in understanding any difficulties or any vagueness in the questions designed
for them. After this experiment a few changes were made as per responses from our test group.

5.2 Data collection

After the successful completion of initial research, the main questionnaire assessment was executed in the
south Indian region in the form of google form survey. 1200 copies of survey were sent to various groups and
residential areas for a period of 6 weeks. 272 valid responses and 13 uncompleted responses was received in the
upcoming 6 weeks. SPSS was used for the interpretation of data and after all the responses were scrutinized
manually. Due to ethical reasons, there was no follow up with the respondents once the responses were received.
The survey was economized to safeguard the private data of the interviewee. There was a different method of
data collection used in China due to confidentially laws imposed by the government. The method to collect data
was very different in both Countries. A local bank which wished to remain anonymous was approached for
helping us with the collection of data. The banks database was used to contact to residents who were having or
have used debit/credit card in the past. The survey was sent to 500 people as per bank’s database and 189 people
choose to reply back. However only 143 responses got completely filled, hence providing us a feedback value of
28.4 percent.

Data Analysis

Data analysis contains two sections. Geographic data for both the countries were compared first and then
model building was completed using statistical tests which were relevant.

5.3.1 Geographic data of respondent from INDIA and China.

Based on Demographical data4 variables were selected to represent both the countries: age, gender,
education qualification and academic attainment (IT/finance related). The number of complete responses in
Indian consumers is 272 and from the Chinese consumers is 143. The overview of 2 data sets is shown in table
1. To describe the age distribution in both countries 7 ranks were introduced. It was observed that in India, the
data was collected for all the seven ranges but in the case of China it was different as data was mainly collected
from four out of seven ranks. When professional in the industry were interviewed, we came to know that in
Chinese bank services promation are discouraged for the age group of people less than 20 years old and people
who are above 60.
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Table 1. Demographical data of respondents in India and China

INDIA China
Variables Count (%) Count (%)
Age (years)
<20 2 0.7 0 0
21-30 22 8.1 74 52.1
31-40 32 11.8 54 37.3
41-50 57 21.0 10 7.0
51-60 48 17.7 5 35
61-70 50 18.5 0 0
>71 61 22.1 0 0
Total 272 100 143 100
Gender
Male 144 52.8 74 52.1
Female 128 47.2 69 47.9
Total 272 100 143 100
Qualification
No formal qualification 21 7.7 4 2.8
GCSE/0 level 46 17.0 3 2.1
A level 25 9.2 12 8.5
BSc/BA 111 41.0 93 64.8
Further qualification 58 21.4 29 20.4
Not known 11 3.7 2 14
Total 272 100 143 100
IT/Finance-related
Neither of them 223 82.3 57 39.4
IT-related 18 6.6 9 6.3
Finance-related 24 8.5 61 43.0
Both of them 7 2.6 16 11.3
Total 272 100 143 100
Incidents of actual financial fraud 58 21.4 7 49
Total 272 143

When both the data sets for the variable gender was compared no significant difference was observed. When
the qualification variable was compared in both data sets it was observed that majority of the respondents has
graduate level qualification. It was observed that, academic level of participants (IT/finance related) conveyed
some dissimilarity as follows: 82.4 per cent answerers in the INDIA have an academic experience which was
not in relation to IT or finance; forty-three per cent answerers from Chinese consumers show that they have an
academic experience which is related to finance. Card users in China are having better qualified people in the
field of finance/IT compared to India.

5.3.2 Correlation.

Table 2 represents the results of data analysis after SPSS was applied. We observed different findings after
conducting the tests on the data received. Out of the 10-hypothesis produced 4 were significant for the Indian
consumers while only one hypothesis could be accepted for the Chinese consumers. The correlation and
significant value of all hypotheses are examined in table 2.

H1. The occurrence of internet frauds is associated with different age groups.

The data set collected by both countries could not support H1. In INDIA 41-50 age group (31.6%) has the
greatest possibility of getting conned by fraudsters. In Chinese data collection there was no respondent. In all,
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52.1 per cent of the respondents were younger than 31 years old and 37.3 per cent fell into the age group 31-40
years old. The data showed us that majority of users from the Chinese mainland were young in age (21-30
years) and early middle-aged (31-40 years) people.

H2. The frauds which occur on the internet is associated with gender difference.

The results obtained from the Indian data st showed us that the Indian males were more suspectable to fall
for fraudulent online transaction than females (i.e., about sixty-two per cent male to about thirty-eight per cent
female). There was a crime report published in 2006 in the USA which suggested that males have higher
chances to fall in the fraudsters trap than females and this report is consistent with the findings of that paper. H2
was rejected as it was observed in the data users of both countries that the required proportion of individuals
being affected by fraudsters.

H3. The frauds which occur on the internet is associated with the difference in education levels.

People possessing qualification like BSc/BA/Prof in the Indian data group were found to be more susceptible
to fraud and the proportion did not represent huge change although being most numerous in all the lots. There is
no doubt that the education level of Chinese individuals is significantly lower when compared to western
counterpart, but the data set gives us the idea that individuals who are highly educated in Chinese society have
greater accessibility to the internet and therefore are more susceptible to frauds than the uneducated lot who are
unlikely to use the internet.

H4. The frauds which occur on the internet is associated with bank card usage.

H4 was rejected Chinese and Indian data sets were compared, and financial organization would find this
result in their favor and these results will help them persuade more people to use bank cards for any transactions
done online.

Table 2. Correlation and significance value

INDIA China Significance value
Variables | Correlation Significance value Hypo Correlation Hypo
H1 —0.119 0.051 R 0.70 0.406 R
H2 —0.097 0.110 R 0.042 0.618 R
H3 0.105 0.083 R 0.074 0.382 R
H4 —0.022 —0.036 R 0.136 0.116 R
0.745 0.561 0.100 0.239
H5 0.211** 0.000 A —0.055 0.518 R
H6 0.080 0.190 R —0.019 0.812 R
H7 0.024 0.718 R 0.068 0.432 R
—0.104 0.090 0.005 0.955
H8 0.163** 0.007 A 0.046 0.590 R
H9 0.139* 0.023 A 0.040 0.639 R
0.194** 0.001 —0.058 0.496
H10 0.212** 0.000 A 0.165* 0.049 A
0.124* 0.041 —0.048 0.572 R
0.215** 0.000 —0.058 0.490
0.119* 0.050 0.020 0.815
0.210** 0.001 0.012 0.889

H5. The frauds which occur on the internet is associated with usage of banking channels.

H5 is accepted as per responses received from the Indian citizens and it recommends that online banking is
the sole medium which leads to fraud. (Tade, 2013) suggested that, about Rs.85 lakhs were lost to 150 Indian
citizens who were victims of “419” in 2004. It is interesting to note that, the Chinese consumers, were not
mentioned in any studies “419” frauds. Chinese data responses confirm that none of the respondents have faced
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the “419” fraud and there is particular reason why they might not have been affected by it yet, the main reason
being the language barrier. Studied by (Button, 2012), Malaysia where English was one of the official languages
was the only country in the list which had the crime origin in their country. Customers in China who received a
mail in English always thinks it as an error from the company side and directly ignore those kinds of emails.

H6. The frauds which occur on the internet is associated with the accounting management.

H6 had to be rejected based on the responses of the citizens of both the countries and these results will act as
a booster for those companies who had been trying to convince customers to use the chip and pin technology
willingly.

H7. The frauds which occur on the internet is associated with the customer’s satisfaction.

H7 was rejected based on the results but it was interesting to observe that the satisfaction level of both the
countries were different as suggested by the responses from both countries. Out of the 7 fraud cases 5 fraud
cases respondents said they were moderately satisfied with the bank responses and they scored them average
and below average. 2 out of the 7 respondents did get their money from the bank, however they were not
satisfied with the responses from their financial institutions mainly because of all the trouble they had to go
through to get their money back from these banks. When we compare the Chinese data set with the Indian data
set it was interesting to observe that the Indian customers who were defrauded were more satisfied with the
bank’s responses compared to their Chinese counterparts.

H8. The frauds which occur on the internet is associated with the difference in the IT skills of individuals.

The majority of respondents who suffered from fraud attacks in the Indian subcontinent were people who
believed that their IT skills was on an average level. We can use different ways to make a comparison between
fraud occurrences experienced by consumers and their IT skill level. The first possible explanation is, the
customer’s responses of their confidence in IT skills were purely based on the confidence of consumers. So,
there is a high possibility that some respondents think very high of themselves, which might not be the actual
case. A second explanation could be that we cannot and should not blame IT knowledge and IT infrastructure
for every fraudulent transaction happening around the world. There is also a possibility that many fraudulent
transaction take places because consumers were careless during their online transaction and it is also possible
that the fraudster had intent to harm the consumer. For example, Reporting time of lost stolen cards is too late at
times for the bank to take any action; Online customers reply to phishing emails with their information despite
many warning by the banks and the government; Cashiers often record the card details and then they are traded
to fraudsters in the black market. The third possible justification is that Consumers are more likely to be a part
of online transactions if they are familiar with the online interfaces of various platforms and have significant it
skills and thereby are more likely to fall for fraudsters scams. A Study was conducted in a small IT sized
company in INDIA and it was that most of them had experienced financial frauds on the internet and it was
more common than we would like to think. Most of the respondents of the IT company were graduates and had
the computer science degree.

H8 did not have much importance in the Chinese responses (7 of 143) and the reason for this could be that
the majority of the Chinese respondents were less skilled in it and hence had lesser probability to use online
transactions.

H9. The frauds which occur on the internet is associated with IT usage frequency.

responses from both countries showed the confidence they had with respect to their IT skills. H9 had support
from the Indian data as people here believed that the chances of them falling for a fraud were high since they
were the online more amount of time and likely to use the internet for the payments. The most important reason
is the browser weakness which will be explained below.

The networking activities done nowadays is done on web browsers. Hence it should not be a surprise that it
is being targeted by many fraudsters. In June 2000, Nike.com website was hacked, and consumers who tried to
access http://lwww.nike.com in their browsers were redirected to a network in Scotland which was operated as a
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team of hackers who identified themselves as S-11 and the host was FirstNet On-line Ltd. The Chinese dataset,
for H9 did not show promising results as the responses received from China were very few in number. When
people working in the industry were contacted in China, the said the banking system was aware of the frauds
happening online worldwide and were taking steps to improve their security. One of the IT professionals
working for one of the banks said that his bank has made a specialized team who only deals with the attack from
the fraudsters be it hardware or software attacks.

H10. The frauds which occur on the internet is associated with online activity.

To make the survey questionnaire a draft of 5 questions were prepared which was 5 different activities:
shopping in online websites, web browsing, Internet banking, online communication and media downloading. In
the Indian data set, there was a strong relationship between consumers using the internet for various online
activities and they being victims of fraud. However, it was seen that the Chinese consumers fell to fraud traps
only if they were shopping online. There is a significant difference of online payment process in both the
countries. When we compare Chinese regulations with Western countries, Chinese people have been
experiencing online services for the very first time and managing finances at personal level, but also or more
importantly, it is a condition that has to be met before which a person in China cannot access the internet for
online transactions. The common way through which we Indian customers and the western world makes
payment for transactions is that we submit details regarding consumers name, the card number and expiry date
etc., at the website of the merchant directly. Indian Customers can do online shopping without using services
from the bank that are online. Chinese consumers shopping experience in online mode is a complex in the sense
that there is involvement of online services from banks right from the beginning of any transactions. But it can
be said that due to this involvement there is additional security to consumers during online shopping. Chinese
banks are trying to make the process of online shopping less complex, especially if the transaction is of a very
small amount. Our learning from the earlier interviews from China that processes like OTP, instant alerts have
become famous in the Chinese subcontinent as it takes cares of the interest of consumers who are doing online
shopping as wells as offline.

5.3.3 Other interesting findings.

Apart from significance and correlation which have been discussed preciously a few more test was done and
the findings are represented by Table 3, like the total number of cards and the satisfaction level of consumers in
using these cards. As per the responses from the Indian consumers that people are more likely to have debit
cards than credit cards. As per the data collected in INDIA, the respondents who are in possession of more debit
cards will possibly have credit cards and related viewpoints were gathered from the Chinese consumers

Table 3. Customer’s responses findings

INDIA China
Significance value Significance value

Variables Correlation Correlation

Satisfaction with credit card service and

history of credit card usage 0.142* 0.035 0.276** 0.001

Number of credit cards & number of

debit cards 0.233** 0.000 0.257** 0.002

Satisfaction with credit card service and

satisfaction with debit card service 0.623** 0.000 0.367** 0.000

History of branch banking channels
usage and history of telephone banking
channels usage —~0.055 0.370 0.166* 0.048
Prefer simple password/pin to
complicated one and tend to use the
same password/pin 0.365** 0.000 0.438** 0.000
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Data Analysis

Payment policies in China can be the main reason for such high volumes of bank card possessions by
consumers. When a Chinese bank customer wants to use a credit card the bank forces them to open a
savings/salary account so that their debit card can be linked to the credit card so that when the transaction
process is done it can be completed without any hurdles from the bank. Repayment methods for credit card dues
in China are extremely less, so Chinese consumers usually agree to the bank’s advice and open a savings/salary
account and link it with their debit card to avoid hassles for repayment later. The only other option opens to
Chinese bank customers is to carry cash to the bank at the end of the designated cycle and repay the credit card
dues, but this is a very inconvenient procedure and the last option is to do fund transfers between the bank
account but the processing fees for such a service is very high. The bank card service has been booming in
China, but it is still in an initial phase and the banks are using this opportunity to make as much profits as
possible by charging exorbitant service charge prices. As per the report by (Sina-Finance, 2010), the high
service charge rates have been hindering banks growth in service cards segment and after a long debate in the
country the prices were lowered in all financial organizations in China.

Limitations

The results from this research suggests that there are a number of areas where we can do research in the
future, especially in the area of fraud as the area is quite under researched. Instead of asking bank consumers
how they deal with fraud it would be much more insightful if we could ask a group of bank employees or the
employees of other financial institutions as they deal with fraud on a daily basis. If would be interesting to
analyze the various information for a researcher if we could somehow get past this level of secrecy maintained
by the government of China. Hopefully in the future the author of the article can conduct such type of research
and if the research could span international borders, there could be many more interesting things to be found
out. It would be interesting to research different financial models of banks and the various assumption’s banks
make while classifying a case as fraud. There is very less chance of getting this research done as data required
for this will be extremely confidential. There has been a worldwide increase in Mobile-commerce and shopping
(Mallat, 2007). It would be an interesting research to conduct the behaviors of individuals in online shopping in
the e environment and the mobile environment.

Conclusions

Banking service has been made quite efficient, and it has provided great convenience to consumers of online
banking services who use for financial transactions. It is interesting to see that the Internet which is the primary
survey for online transaction is also used extensively by fraudsters which makes the government and the people
around the world lose billions of dollars every year ((Clemes et al., 2014);(Xiao & Benbasat, 2011). This study
helps us understand the attitude of consumers towards online services provided by banks and fraud occurrences
internationally. The data from this study can be used in the future by various local bodies and governments to
enlighten their citizens of various type of fraud and how they fall prey to these fraudsters. This activity would
help both financial institutions and consumers. Educating customers in both countries regarding the ways in
which these fraudsters operate is going to be very beneficial. As per the analyses and the collection process of
various data we can say that consumers are well informed of banking policies and certain type of frauds to an
extent. Especially in China, the contentedness of consumers is relatively low when compared to Indian
consumers and the service quality is below acceptable limits in most circumstances. Two methods are possible
to reduce financial frauds with the help of educating consumers to limit details shared that are very personal on
the internet and to identify places where deception is likely to happen. Firstly, to understand consumer behaviors
we have to understand self-disclosure on the internet and link various attitude of consumers and behaviors can
be indicated efficiently (Joinson et al., 2010) and (Schiffrin et al., n.d.). Secondly, consumers should have
enough materials to identify the cases that can lead to deception, most of times they are old ploy but
camouflaged by new medium — Cyberspace (Wright et al., 2010) and (Mavlanova & Benbunan-Fich, 2010).
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