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Abstract

With the huge incidents of terrorist attacks and sniffing of security personnel, there is a need to
integrate the higher degree of security in the defense vehicles. The key modus operandi by terrorists is
that they intrude bypassing the security devices because of the vulnerabilities in the scenarios. In such
a manner, to ensure sight and sound substance, cryptology, which has all the earmarks of being a
compelling path for data security, has been utilized in numerous handy applications. In this manuscript,
the key mechanisms related to cryptography and dynamic encryption are presented which can be used
so that the defense personnel can communicate with each other with a higher degree of security,
privacy, and anti-sniffing attempts. This paper presents the cryptography and hash-based approaches
on assorted parameters with key features and the availability of specific secured implementations. The
paper presents the assorted approaches and algorithms which can be integrated into the laser-guided
defense weapons as well as vehicles so the overall communication will be secured.

Keywords: Cryptography, Defense Security, Encryption, Internet of Things, Network Security,
Wireless Security

1. Introduction

India has been one of the key victims as far as the terrorist attacks are concerned and the numbers of
such attempts are very high for last ten years. The security forces and law enforcement agencies are
developing and launching the high security weapons to guard their regions still this area is under
research and needs higher efficiency protocols.

Various values in the following Table 1 depict the incidents of enormous terrorist attacks in India.
There is need to work out and address the specific implementations so that such incidents can be
avoided.
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Table 1: Incidents of Terrorist Attacks in India

(Source: National Consortium for the Study of Terrorism and Responses to Terrorism. (2018).
Global Terrorism Database)

Year | Deaths | Injuries | Number of
incidents
2017 470 702 1000
2016 467 788 1,025
2015 387 649 884
2014 490 776 860
2013 467 771 694
2012 264 651 611
2011 499 730 645
2010 812 660 663
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Figure 1: Incidents of Terrorist Attacks in India
2. Need of Cryptography

The domain of network security associated approaches of cryptography and hash functions are quite
enormous and there is huge need of research as there are so many weakness issues from arranged
sources and channels. In this research manuscript, the focus towards the network environment is taken
with the case analysis of diversified works by researchers in the segment of the Internet of Things
(10T). 10T is solely based on the sensor-based technologies in which the need to integrate the security
is of paramount importance. In a wireless system including advance situations, a key exchange process
is pursued with the dynamic cryptography includes so the whole system condition can be made
anchored. This manuscript is having the extensive audit on research points of the methodologies used
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for security. In 10T, the items are associated with one another utilizing wireless correspondences and
there is to relate the exceptionally useful methodologies for cryptography in the wireless condition for
anchored trust-based transmission. In this research manuscript, different measurements and parts of
cryptography are given the proposed use and joining with the very efficacious methodologies of
quantum cryptography that is increasing colossal distinction and the unmistakable quality in the area
of information encryption and anchored transmission utilizing cryptography.

The wireless communication has increased tremendous development in innovation in different spaces
since its commencement in year 1880 when A. Graham Bell and C. S. Spoiler protected photophone.
In the underlying time of the advent of wireless advances, it was utilized for individual
communications. Presently days, the wireless innovation is dealing with various frequencies to meet
the applications for corporate, individual and protection. The wireless communication relies upon the
radio innovation and related grouped angles for compelling and anchored information transmission.
There are various viewpoints of wireless communication, including wireless sensor systems, mobile
ad hoc systems, Wi-Max and numerous others. To execute the higher level of security, system
administrators actualize the cryptography and dynamic encryption, so the general communication can
be made anchored with no sniffing endeavors.

3. Cryptography and Related Perspectives

Cryptography alludes to the methodologies and procedures which are produced and executed for
anchored communication for explicit channels. It is traditionally connected with encryption ways to
deal with secure the general transmission. Security targets can be actualized by applying cryptographic
devices, for example, encryption or message confirmation plans.

Cryptography
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Figure 2: Cryptography Approaches and Related Fragments

3.1 Symmetric Key Cryptography

The symmetric key based implementation is having the integration of same keys that is shared in the
channel so that the communication can be made secure, but it might be less integrity aware of the
specific scenarios of implementations. Data Encryption Standard (DES) is the most common and
prominently used approach of symmetric key based encryption.
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Figure 3: Symmetric Encryption
Transposition Ciphers

The transposition cipher-based implementation of security is the encryption approach whereby
transpose operations in the matrix format are implemented and thereby the permutations are generated
in the text so that the higher degree of security and integrity can be enforced.
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Plain Text: MEET ME AFTER PARTY

Key Used: 421635
Cipher Text: TEMEEMEFAPTRYRAT

Figure 4: Transposition Ciphers
Substitution Cipher

In this approach, the units of the letters of characters are replaced with the other characters and then
the further encryption is done to have the higher degree of security and encryption, but now days it is
very common and not fit for the high security implementations.

Plaintext Alphabet:
A message of: flee at once. We are discovered!

Keyword: ‘ —  enciphers to: SIAAZQ LKBA. VA ZOA RFPBLUAOAR!

SIAAZ QLKBA VAZOA RFPBL UAOAR
Ciphertext Alphabet: ZEBRASCDFGHUKLMNOPQTUVWXY

Figure 5: Substitution Encryption
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Stream Cipher

The stream cipher is more dependent on the time span based analytics of the characters and then to
have the encryption. In this approach, the plaintext or byte is encrypted in different time spans with
the association of the security keys for the encryption.

Key Key
K K
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byte stream
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. byte stream byte stream
Encryption c Decryption M

Figure 6: Stream Encryption
Block Cipher

The approach of block cipher makes use of the deterministic approach of algorithm thereby with the
integration of symmetric key and to have the integration of block-based encryption rather than the
security in the character streams in character by characters.
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Figure 7: Block based Encryption

3.2 Asymmetric Key Encryption (or Public Key Cryptography)

In this approach of asymmetric key, mathematical formulations and functions are used with the
association of different keys. In addition to this, the mathematical functions with the fuzzy association
are done. RSA based cryptography is one of the broadly used asymmetric key cryptography approach.

RSA Algorithm
e RSA stands for the originators of this algorithm - Rivest, Shamir, and Adelman
o If one key is declared as public, then alternate key will be private and vice versa

o The key length is optional (512bits/1024 bits/2048 bits)
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Figure 8 depicts the RSA based key generation and encryption process.

Public key is
shared and the
private key is
hidden

Compute:

n=pq &

z=(p-1)(g-1)

Choose number e:
Such that e is less
than n, which has
no commaon factor
(other than 1) with z

Encryption:
c=m"modn
(where: m is plain
text and c is cipher

text)

Figure 8: RSA based Encryption

Following are the taxonomy of the cryptography-based approaches:

b

Find number d:
such that (ed — 1)
is exactly divisible
by z

Keys are generated
usingn, d and e:
Public key is (n, e)

Private key is (n, d)

Classical Cryptography includes the manipulation among the characters and the digits, Based on
Security using Obscurity Approach, entire crypto-system is communicating with confidentiality. In
contrast, Contemporary Cryptography includes Binary Operations and Bit-Wise Manipulations,
Usage of Data Science and Mathematical Functions and Integration of Secret Key. There is another
approach titled Steganography that is associated with the security and integrity in enormous scenarios.
Following are the key differences between cryptography and Steganography.

Table 3: Comparative Evaluation of Key generation and exchange
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Table 3 presents the cryptography-based approaches on assorted parameters with the key features and
the availability of specific secured implementations. The availability of specific feature is depicted as

‘1’ and non-availability is presented as ‘0’ in the tabular data.
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Figure 9: Open Source Cryptography Libraries and Features

Table 4 presents the assorted public key cryptography implementations with the standards which are

quite prominent for the cumulative performance in multiple scenarios.

Table 4: Public key cryptography standards in the Cryptography Implementations

Implementation | PKCS#1 | PKCS#5 | PKCS#8 | PKCS#12

IEEE P1363

ASN.1

Botan 1 1 1
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Table 5 is having the cavernous evaluation of cryptography implementations with the security-based
hashing approaches. The hash-based approaches are used to provide the higher degree of security and

integrity in the network environment as well as overall communications.

Table 5: Implementation details of various Hashing Algorithms

MD | SH | SH | SH | RIPEM | Tige | Whirlpo | GOS | Strib | BLAK
Implementat | 5 | A-1 | A-2 | A-3 | D-160 r ol T 0g E2
ion

Botan 1 1 1 1 1 1 1 1 1 1
Bouncy 1 1 1 1 1 1 1 1 1 1
Castle

Cryptlib 1 1 1 1 1 0 1 0 0 0
Crypto++ 1 1 1 1 1 1 1 1 0 1
Libgcrypt 1 1 1 1 1 1 1 1 1 1
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Libsodium 0 0 1 0 0 0 0 0 0 1
Nettle 1 1 1 1 1 0 0 1 0 0
OpenSSL 1 1 1 1 1 1 1 1 0 1
wolfCrypt 1 1 1 1 1 0 0 0 0 1
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Figure 10: Open Source Cryptography Libraries and Features

The following Table 6 is having the comparative evaluation on the availability aspects with the support
for SIM, HSM and Smartcard in the Implementations so that financial and banking with block-chain

based implementations shall be effective.

Table 6: Support for SIM, HSM and Smartcard in the Implementations

Implementation | PKCS #11 | PC/SC | CCID
Libsodium 0 0 0
Bouncy Castle 1 0 0
Cryptlib 1 0 0
wolfCrypt 1 0 0
Crypto++ 0 0 0
Botan 1 0 0
Libgcrypt 1 1 1
OpenSSL 1 0 0

Table 7: Evaluation of Cryptography Hash Approaches in Network Environment

Algorithm Rounds | Word | Internal | Block | Output size
size state size size (bits)
GOST 32 32 256 256 256
HAVAL 5 32 256 1024 128
MD2 18 32 384 128 128
MD4 3 32 128 512 128
MD5 64 32 128 512 128
PANAMA 32 32 8736 256 256
RIPEMD 48 32 128 512 128
RIPEMD-128/256 64 32 128/256 512 128/256
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RIPEMD-160 80 32 160 512 160
RIPEMD-320 80 32 320 512 320
SHA-0 80 32 160 512 160
SHA-1 80 40 160 512 160
SHA-256 64 56 256 512 256
SHA-3 24 64 1600 3200 512
SHAS3-224 24 64 1600 1152 224
SHA3-256 24 64 1600 1088 256
SHA3-384 24 64 1600 832 384
SHAS3-512 24 64 1600 576 512
Tiger2 24 64 192 512 128
WHIRLPOOL 10 8 512 512 512
BLAKE2b 12 64 1024 512 512
BLAKEZ2s 10 32 512 256 256
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Figure 11: Evaluation of Traditional Cryptography Hash approaches

The tabular and graphical view in the Table 8 and Figure 11 presents the parameters Rounds, Word
size, Internal state size, Block size, Output size (bits) which are the paramount aspects in the
performance of cryptography approaches.

4. Conclusion

This paper focuses on the empirical review of the cryptography approaches in the advance wireless
scenarios of the Internet of Things (1oT) whereby the assorted approaches are used and evaluations on
the diversity of research manuscripts is done so that the detailed comparative evaluation of the work
done can be presented. Multiple different approaches and algorithms are discussed in this paper. The
SHA-256 is the best technique that can be used for a secured communication and will return higher
degree of accuracy and cumulative performance parameters.
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