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Abstract

Social bots are social accounts operated by computer programs in online social networks,
which can execute corresponding operations based on a set of procedures. With the large
increase in the number, speed and variety of user data in online social networks, attempts,
have been made to collect and analyze these big data. Social bots, for example, have been
used to conduct automated analytical services and provide improved quality of service to
consumer. Nonetheless, malicious social bots were often used to disseminate false
information, and this can have real world implications. It is important to identify, delete
malicious social bots in online networks. This introduces a novel approach for detecting
malicious social bots for features’ selection based on the transfer likelihood of click stream
sequences and semi-supervised clustering. This approach not only analyses the likelihood of
change from user interaction click sources but also considers the interactions time features.
Finding from our studies on real online social network platform show that the accuracy if
detection of different types of malicious social bots based on transformation likelihood of
user activity click streams improves by an average of 12.8 percent compared to the method of
detection based on quantitative user behavior analysis.

Introduction

Social bots are social accounts operated by computer programs in online social networks,
which can execute corresponding operations based on a set of procedures. The growing usage
of mobile devices (e.g. Android and iOS apps) has also helped to increase the frequency and
complexity of user engagement across social networks. It is demonstrated by the tremendous
quantity, speed and variety of data generated from the user base of the broad online social
network. Internet bots have been widely deployed to boost the consistency and reliability of
the social network services data collection and analysis. The social bot SF QuakeBot is
designed to produce San Francisco Bay earthquake data and to analyze earthquake-related
information in social networks in real time. Public opinion on social networks and large user
data can however also be used or disseminated for malicious or unethical purposes.

Automatic social bots cannot reflect the real needs and interest of actual human beings in
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online social networks, so they are usually seen as malicious ones. For instance, some fake
social bots accounts created to imitate a normal user’s profile, steal user data and violate their
privacy, disseminate malicious or false information, comment maliciously, promote or
advance some political or ideological agenda and propaganda, and influence stock markets
and other societal and economic markets. These practices may have an adverse effect on
social networking site security and stability. In this paper, we aim to detect malicious social
bots on social network in real time by algorithm. The second segment looks briefly at related
research. The third section introduces the method of detecting algorithms for malicious social
bots, followed by the fourth section of the experiment and the outcome review.

Diverse approaches have been used in previous research to protect online social network
security. User behavior is the most direct representation of user intent, as different users have
different routines, interests, and online behaviors (e.g., how one clicks or type, as well as
typing speeds). In other words, to profile and classify specific users, we will be able to mine
and analyze information concealed in the online actions of the user. We do need to be
mindful, however, of situational factors that can play a role in changing the online behavior is
complex and their environment continues to evolve. Observable external device context
environment and secret user knowledge system. In order to accurately differentiate social
bots from real users, identify malicious social bots and minimize the harm of malicious social
bots, we need to acquire and evaluate user activity social situation and compare and
understand the discrepancies between malicious social bots and real users in dynamic

behavior.
Literature Review

Surveying literature is the most important phase of the software development process. Before
the tool is developed it is important to measure the time factor, economy and intensity of the
market. When these problems are addressed, the next ten steps will be to determine which
operating system and language to build the device to be used. Once the programmers begin
designing the method, they will need a lot of external help. This support is from senior
programmers, from books or from websites. Before constructing the system, the above
consideration for the creation of the proposed structure shall be considered.

The authors in [10] used with an attribute-based encryption; the user is marked for data
encryption and decryption with the aid of certain attributes and their functions. Current
techniques based on attribute-based encryption have shown that if the access structure of the

user contains a large amount of attribute information labeled as Don't Care, then the
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encryption pairing process has poor calculation efficiency and cipher text information
redundancy. In this paper, we suggested a hierarchical multi-authority attribute-based
encryption on groups of prime order to solve these problems. The encryption technique is
based on a polycentric attribute authorization scheme based on an AND gate access structure,
with a single attribute index set in the scheme by each attribute authority throughout to form a
binary tree. The parent node's state value can be calculated by the condition of its child node
in an access tree attribute. The attribute-based encryption was designed to decrease the effort
for decryption and compress the redundant information in the cipher text. Our strategy for
encryption has both theoretical and functional importance in the constructions of the “big
universe” scheme.

The authors in [14] have applied Social experiences occur in situations that influence the
attitudes and expectations of the people. Online Social Network (OSN) users now create a
vast amount of content that is focused on social interactions. In order to detect automated
information transmitted in OSN, we built a wavelet-based model that classifies users as
human, legitimate robot, or malicious robot due to spectral patterns obtained from the textual
content of users. We construct a Lexicon-based Coefficient Attenuation. Using Random
Forest Algorithm, we can define two set of real Twitter datasets. The result using this model
will achieve an average of 94.47 percent, taking this into account two scenarios: single theme
and miscellaneous.

The authors in [18] has described following. With the tremendous growth and volume of
online social networks and their apps, along with the large number of socially linked users,
the true semantic importance of published content for user activity detection has become
difficult to understand. By knowing the contextual history, differentiating between different
groups is unworkable in terms of their importance and mutual relations, or to recognize the
most important group members at large. In this paper, we suggest an integrated framework
for the analysis of social media content that leverages three layers of functionality, i.e. user-
generated content, social graphic interactions and user profile activities, to evaluate and
identify anomalous behaviors that vary significantly from the rules in large-scale social
networks. For a deeper understanding of the various user activities in the identification of
highly adaptive malicious users, many forms of analyses were carried out. We tried a new
approach to the data extraction and classification method to contextualize large-scale
networks properly. We have also compiled a large number if twitter and YouTube user

profiles, along with about 13 million channel events. Extensive analyses were performed for
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both social networks on the real-world app behavior datasets. The findings of the assessment
demonstrate the efficacy and usefulness of the solution suggested.

The authors in [21] described, there are few numbers of individuals keeping accounts on
social media platforms (SMPs), using for malicious purpose and illegal uses. Sadly, to date,
truly little work has been done to detect human-created fake identities, especially on SMPs.
Conversely, there are several examples of detecting malicious social bots in twitter platform
are identified using machine learning algorithm. To detect fake human accounts using
machine learning models by the help of programmed features such as the 'friend-to-followers
ratio’ in the hope of advancing the effective detection of man-made false identities on SMPs.
The authors in [9] have mentioned Online Social Networks (OSN) slowly incorporate
financial capabilities by allowing real and virtual currency use possible. These function as
new channels for hosting a range of business activities such as online marketing events,
where participants can potentially receivevirtual currency as incentives for participating in
these events. All OSNs and business partners are worried when attackers use a series of
accounts to obtain virtual currency from these events, rendering these events useless and
leading to substantial financial losses. Proactively identifying these fake accounts before the
online marketing activities is of considerable importance and consequently reduces their
priority to behonoured.

The authors in [11] considered Social bots are the most popular type of social network
malware. They can create false messages, spread misinformation and even exploit public
views. Social bots are developed to provide false information around internet. Bot detection
aimed at separating bots from humans and in recent years it is gaining more and more
attention. In this paper we propose an improved deep model of behavior (BeDM) for bot
detection. The proposed model considers user content as transient text data to derive latent
temporal patterns instead of plain text. In addition, BeDM fuses knowledge about content and
actions using deep learning methods. To the best of our knowledge, this is the first trail that
applies bot detection to deep neural networks. Twitter-collected studies on real world dataset
often show the feasibility of our proposed model.

The authors in [22] have described Random Forest and Decision Tree as two models are used
to compare the classification results of two models. Random Forest created by Leo Breiman
is a collection of unpruned grading or regression trees made from the random selection of
training data samples. In the induction process, random traits are picked. Prediction is made
by aggregating the ensemble’s predictions (majority voting for classification or averaging for

regression). Random Forest typically demonstrates a substantial increase in efficiency as
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opposed to a single tree classifier like c4.5. The rate of generalization error it produces

contracts favorably with adaboost, though it more resilient to noise.
Methodology Used

This paper explains detecting malicious social bots using 3 different algorithms (Decision
tree, Random forest, Pattern). Using this algorithm, we detect 5 values for each. They are
Recall, F1, FPR, Precision, and Accuracy. This defines an individual graph, at final it
compares the graph and represents accuracy among three.

3.1 Algorithm Used

We are proposing a novel approach for detecting malicious social bots, Using Decision tree,
Random forest, Pattern Algorithm to find Accuracy to detect bot.

3.2 Algorithm Description

Random Forest algorithm:

Random forest is best learning method for classification, regression. Random Forest will
construct a decision tree at training time and prediction of mean for individual trees. Random
decision forest will train data set with decision trees. This was first invented by Tin Kam Ho,
he used random subspace method. “Stochastic Discrimination” approach was proposed by
Eugene Kleinberg.

This algorithm was developed by Leo Breiman and Adele Cutler; they registered “Random
Forests” as a trademark. Ho first introduced Breiman's “Bagging” idea and later
independently by Geman and Amit, to construct a decision tree with controlled variance.

In training for random forests involves in technique like bootstrap, aggregating, bagging. This
involves in the training set X=x1....... xn with responses Y=yl1....... yn, bagging will select a
random sample with training set and tree fits to these samples:

Forb=1... B:

It will replace and training examples from X, Y; call these Xb, Yb.

After training and predicting samples x’ will be made average of the prediction from all
individual regression trees on x’take the majority vote in the case of classification trees.

This bootstrapping process leads to better performance, because it decreases variance of
model, it doesn’t increase bias. The prediction of one tree is not possible in its training set, if
the trees are notcorrelated. Training many trees based on a single training set it will produce a
strongly correlated tree. Bootstrap sampling is way of representing de-correlating trees.

The estimation of uncertainty of a prediction can be made a standard deviation of the

predictions from every individual regression tree on x’.
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The number of trees or samples is a free parameter. Thousands of trees are used based on the
size and nature of training set. Number of optimal trees B can be found using cross-
validation. The mean prediction of error on training of data, tree doesn’t have xi in their
bootstrap sample.

Decision Tree Algorithm:

Decision tree algorithm is part of family of supervised learning algorithm. Unlike other
algorithms, decision tree algorithm is also used to solve regression problem and classification
problem.Using Decision Tree to create a training model which uses to predict class or value
of a target by learning rules from training data.Decision Tree algorithm can be easily
compared with other classification algorithms. Decision Tree algorithm tries to solve
problems using tree representation. Every internal node of tree corresponds to an attribute,
and every leaf node corresponds to a class label.Pseudo code of Decision Tree algorithm.
Take best attribute values of dataset at root of the tree.Split training data into subsets. These
individual subsets should contain same values for an attribute.Repeat steps 1 and 2 on each
subset till you find a leaf node in all of branches of tree.In Decision Tree, we need to start
predicting classes from root of the tree until we reach leaf node with predicted class value.
We know to use the modeled decision tree too predict target class. Now we know to create
decision tree model.

Assumptions while creating decision tree:

There are some assumptions made from decision tree.Firstly, whole training set is considered
as root.Feature values are preferred as categorical. If value is continuing, then they are
discretized prior to build.Records are distributed based on the recursively on attribute
values.Internal node of tree is done by using statistical approach

Pattern Approach Algorithm:

Pattern Approach Algorithm will involve in identification of patterns is the automatic
identification of trends and regularities. Recognition of patterns is closely associated with
Artificial Intelligence and Machine Learning.

Along with techniques such as data mining and the exploration of information in databases,
these concepts are used interchangeably. These are however distinguished: machine learning
iS one approach to pattern recognition, while other approaches include hand-crafted
(unlearned) rules or heuristics; and pattern recognition is one approach to artificial

intelligence, while other approaches are described in symbolic artificial intelligence.
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The area of pattern recognition involves the automated discovery of data regularities using

computer algorithms and the use of these regularities to take steps such as classifying the data

into different categories.

Pattern recognition algorithm is trained by sample data, using the trained data it will have set

of predictions. By the help of trained data, it will predict spam or non-spam comments and

tweets.

The algorithms will involve in the use of trained data to predict testing data. Using this

approach, malicious tweets will be detected. It will have high accuracy among other

algorithms.
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Figure 1 Precision, recall, f1, FPR, accuracy for Decision tree,

In decision tree algorithm, we have very less accuracy and precision. FPR value is 1; Recall

value was almost equal to 1. This algorithm was less effective compared to other algorithms.
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Figure 2 Precision, recall, f1, FPR, accuracy for Random Forest.

In Random Forest algorithm we have very less accuracy compared to Pattern approaches. F1

value is 0.925, Recall value is 1, and FPR value is almost equal to 1. Precision value is 0.86

which is equal to accuracy.
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Figure 3 FPR, Accuracy for Pattern Approach.

In Pattern approach algorithm there is no value of Precision, Recall, and F1. The FPR value is
equal to 1, Accuracy value is almost 1. This algorithm has the highest accuracy percentage

compared to other algorithms.
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Figure 4. Accuracy for different Machine Learning Algorithms.

Above Fig 4. Represents the Accuracy values of all three Algorithms. They are Decision
Tree, Random Forest, and Pattern Approach. Among the three algorithms, Pattern approach
has highest Accuracy value, which is used to find the malicious accounts accurately.
Discussion

The existing system involves in detecting malicious social bots-based on click stream
sequence. It detects based on user behavior, when it comes to accuracy we can’t define. But
when it comes to Detecting Malicious Tweet Bots using Machine Learning Algorithms it
mainly focuses on accuracy, precision, recall, F1, FPR. Using various algorithms like
Decision tree, Random forest, pattern approach it define accuracy for each algorithm and

final it will compare with other accuracy values.

Conclusion
Furthermore, we expand this model to consider more fine-grained user activities beyond
attacker classification. The new model incorporates the app cluster inherent Hierarchical

structure. Service providers should explore manipulating user behaviors and categories as an
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outline through a visualization tool, while monitoring fine grained user activity trends
throughout each category. Our system does not require prior knowledge or expectations of
groups of users (unsupervised), thus capturing unintended or previously unknown behaviors
effectively. Using case studies on real-world online social networks we prove its

effectiveness.
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