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Abstract: Advances in technology have made it easier to edit videos today, making it harder to
maintain the reliability of video information. Videos can be created using many digital devices and
such videos can be broadcast on any channel through high-speed internet. Video captured from
CCTV can be used as evidence but must first be protected from tampering. Video authentication can
be done using watermarking and digital signatures but this technique is used for copyright. It is
difficult to monitor videos and authenticate videos captured by the user's cameras. In this study, we
will develop a strong technique based on video local information for video authentication that can be
used in real applications. The proposed technique processes the dataset of videos captured by the
user's cameras using the statistical local information of the video. The results of the proposed
technique show that the proposed technique for video authentication is reliable, faster and less
expensive than other techniques.
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1. Introduction

Information and technology have played an important role for many decades to this day. Today we
can transmit information thousands of kilometers away in a few seconds. Therefore, it seems to have
affected human life as well as development. Although technology has brought us to the threshold of
a new era today, one of the serious challenges is video authentication.

In today's age of modern technology, it has become easier to share multiple videos using
communication and compression techniques. Its reliability can also be compromised by making
some changes to the video using multimedia tools and techniques. The increasing use of new
multimedia and computer tools and techniques has made handling video sequences easier. So, it has
not been easy to certify the reliability and integrity of the video.

Although Duffy and Hellman conducted research on the validation of multimedia data in 1976, new
researchers are still working in this area. Although watermarking and digital signatures are used for
video authentication, there are still limitations to this technique.

The disadvantage of watermarking and digital signatures is that they must be included when
capturing video, [4] moreover, watermarking and digital signature-based techniques are helpless to
have without any watermarks or in any raw video. Types of digital signatures, in this case, we cannot
calculate and match any pre-embedded watermarks or prefabricated digital signatures and here

4501



Mr. Avinash Wadhe, Dr. Prof. Asha Ambhaikar

comes the importance of intelligent authentication techniques that can establish frames according to
the frame relationship using local statistical features.

2. Related work

B. C. Hosler et. al. (2019) proposed the techniques for video authentication and camera recognition
on video-ACID dataset using the deep learning approach. Hala Bahjat et. al. (2018) proposed the
mechanism for digital video authentication on temporal attacks. In this mechanism, sender was
generating the signature for video authentication based on video and private key and at the receiver
end, also generate the signature for same video then both signatures were compared. if signature
were match then video is not tempered otherwise tempered.

Fadl SM et. al. (2018) proposed the algorithm for duplicate frame detection in video based on
standard deviation. In this approach used discrete cosine transform coefficients measured for
selection of residual frame to remove the unnecessary feature and detect the video forgery.

Akumba, B et. al. (2021) proposed the model for detecting the forged videos from authentic videos
based on the correlation coefficients implemented on MATLAB software. The proposed model
achieves the good accuracy level and effectively detect the inter-frame forgeries.

3. Video Tampering Attacks

The main function of video authentication is to identify and show where and how the video was
captured. Following are some video tempering techniques are given:

Adding New Frames :In this scheme, user can add one or more frames into the sequence of frames
in video.

Deleting Frames:In this scheme, delete one or more frame is from the frame sequence.
Frame shuffle:In this scheme,user can change order of the sequence of frames.
Transcoding:In this scheme, video coding is translated into another coding.

Frame rate:In this scheme, user can change the frame rate at which frames are displayed.
Spatial Tampering:In this scheme, user can change the frame content according to need.
4. Proposed Methodology

Video Statistical Local model and features

p is small piece of video segment. The sample video contains various video segments,
PD, p@ . ... P™_ all the short segment are independent to each other. The Short segment can be
obtained by dividing the complete video into small non-overlapping segments.

For, Video Segment P, related to graph ¢ = (V * T,E). The set V is related to the spatial location
and the set T is related to temporal location in video segment. Each location, v belongs to V and time
t belong T is related with a feature descriptor. While it is theoretically possible to consider all pixel
locations and temporal instants, we quantize into 10 * 10 * 5 non-overlapping blocks. We call these
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blocks as atoms and we associate average values of features for each atom. Two atoms are connected
if they are either temporal or spatial neighbors.

Feature Descriptors: We now describe local features that are associated with each node (atom) of
our graph. During feature extraction we compute a feature value for each pixel. Then, the pixel-level
features are condensed into a multi- dimensional vector for each atom by averaging each feature
component over all the pixels within the atom. We use the following local features:

Persistence: Activity is detected using a basic back- ground subtraction method (as for instance in
[5]). The initial background is estimated using median of several hundred frames. Then, the
background is updated using the running average method. We flag each pixel as part of the
background or foreground. Persistence, for an atom, is the percentage of foreground pixels in the
atom.

Algorithm for Video Anomaly Detection

we are given training video samples and a test video sample. To reduce delay, we breakup the test
video sample into test video segments, PV, P, . ..., P(™_ Qur task is to determine which of the
test segment containan anomaly.

For convenience, we partition training videoin to segments(x(1),- - -, x(n)) each of the same length
as atest segments n , 1(j). Our algorithm consists of three steps:

Local Scores: For any snippet y, which denotes either a test or training snippet, a local score at
spatial location v, temporal instant, t, and at spatio-temporal scales, is computed (see Algorithm 1).
We choose a uniform

Algorithm 1 Score for y at location (v, t), at scale s.

Input ; {x(j)} ; KNN parameter K, Location (v,t); Scales
Outputd,, ,,(s)Filter at scale s:ix) « Filtery(x¥)
Distance Computation:d; « dist(yv,t,x/v,7),V,j, 7
Compute d;the Ith nearest neighbor distance by sortingd;
Average: d,; « %Z%§K+1 dy

Normalized,, ((S) « d”b;(s); where D, = max,d,;

v

spatio-temporal filter with support equal to s for simplicity.

Segment Score: Compute composite score for each segment-test and training segment—from local
scores obtained

max
dy(S) = vt dv,s,t(s)

Anomaly Detection: Rank test snippet, 1 at scale s:
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n
1
Rs(n) = EZ Ia, ) s)>dy())
=1

5. Experimental Results

First, an attempt was made to simulate real-life cases of digital video forensics by creating a dataset
of videos captured by the user's mobile cameras. For this, a total of 220 videos of different
geographical conditions were made in five months.

The proposed algorithm has been validated based on the created dataset, there is a total of 8
(Insertion, deletion, shuffle, frame rate, tempering, Transcoding, etc.) attacks were added to the video
intentionally and analyze the histogram of a video frame that shows proposed algorithm detected the
attack.

Figure 1 depicted a frame insertion attack on a video; figure 2 depicted how the proposed algorithm
detect the attack well, note that the same video also suffered another 7 attacks at frames: 50, 100,
150, 200,300,350, and 400.

frame 199 New frame insert frame 201

Figure 1. Frame Insertion. A new frame is inserted within the 199 and 201 frame
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Figure 2 shows detecting frame insertion attacks at 250, other 7 created attacks at 50, 100, 150,
200,300,350, and 400 were also detected.
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Figure 3 shows a twenty frames removal attack. Frames from 51 to frame 70 were removed; figure 4
shows how successfully the proposed algorithm detected this attack, note that the same video also
suffered another 7 attacks.

frame 48 frame 51 frame 72

Figure 3. Frame removal. Frames from 51 to frame 72are deleted from the video sequence.
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Figure 4. the proposed algorithm detecting frames removal attack at 50, other 7 created attacks at
100, 150, 200,250,300,350 and 400 were also successfully detected.

Figure 5 shows spatial tampering attack, the red car in the frame 100 was removed; figure 6 shows
how successfully the proposed algorithm detected this attack, note that the same video also suffered
another 7 attacks.

Figure 5. Spatial tampering. The red car in the frame 100 was removed.
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Figure 6. the proposed algorithm detecting spatial attack at frame 100, other 7 created attacks at 50,
150, 200,250,300,350 and 400 were also successfully detected.

Table 1: attack classification

Name of Attack No. of Video No. of frame Accuracy %
frames classify
Non-Tempering 6692 6691 99%
Frame Insertion 61 59 96%
Frame Deletion 45 43 95%
Tempering 42 40 95%

Table.1 shows the performance analysis of proposed algorithm for video authentication based on 22
videos, total 8 different attacks were added to each video intentionally. The classification accuracy
for non-tempered video gives the 99%. For frame insertion and deletion of attack, a classification
accuracy is 96% and 95% are obtained respectively. Only 2 frames are misclassified in tempered
attack due to small region of spatial tempering. Overall classification accuracy level of proposed
techniques is 96.25%

Table 2: Comparative analysis of proposed method with existing methods

Name of Attack Hala Bahjatet. al. | Fadl SM et. al. [5] Proposed Method
[3]
Frame Insertion 80% NA 96%
Frame Deletion 85% 90% 95%
Tempering 90% NA 95%

6. Conclusion

Digital signature and watermarking techniques are used in many applications and have some
advantages and disadvantages. In this technique, additional information is inserted and removed from
a video for video authentication. But this can only be done after video capture. It is not possible to
implement watermark and digital signature techniques when capturing video.We have proposed a
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robust technique for digital video authentication, which tests the user's usage on different videos
captured from 3 cameras and 2 mobile phones. This technique has developed a reliable technique for
video authentication using local video information and the results have been proven to be good. The
accuracy of the proposed algorithm is shown to be 96.25%.
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