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ABSTRACT 

Cloud computing is an advanced technology for secured access with available resources. 

One of the fundamental security needs of data sharing is to guarantee the cloud server could fully 

control access to an unauthorized entity. In cloud, achieving flexible access of data and protecting 

privacy of receivers remains challenging issues. To deal with these challenges, a novel technique 

called Tversky Anonymous Key Authentication based Pseudo Randomized Blum Goldwasser 

Cryptographic Secured Data Access technique is introduced. The proposed Secured Data Storage 

technique includes five different steps such as the Registration phase, Anonymous key generation, 

Authentication, Encryption, and Decryption. Outcomes of Tversky Anonymous Key 

Authentication based Pseudo Randomized Blum Goldwasser Cryptographic Secured Data Access 

technique achieves greater secured data access in cloud than the conventional methods. 

 

Keywords: Secure access control, Tversky similarity index based authentication, pseudo-

randomized Blum Goldwasser Cryptosystem,  

 

1. INTRODUCTION 

Cloud computing is a novel information technology and also satisfies end-users requirements. 

Security is one of the most demanding issues in cloud with swift improvement of data sources. 

Many works are already covered a lot about various facets of cloud security. In this paper a solution 

for resolving issues such as secure access control and authentication over Cloud. In [1] An 

accountable privacy-preserving attribute-based approach (Ins-PAbAC) was designed for ensuring 

the privacy of outsourced data.   
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However, designed approach did not use an efficient cryptographic technique to achieve higher 

confidentiality and integrity. To attain efficient access control in cloud storage, multi-authority 

ciphertext policy attribute-based encryption (MCP-ABE) technique was presented in [2]. But, it 

also failed to consider the authentication for enhancing the secure of accessing in the cloud.  
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  In [3] An enhanced attribute-based access control technique was developed for increasing 

privacy and reliability of data. The technique does not enhance security of data access. In order to 

distribute data with higher security, Blockchain-based Multi-authority Access Control technique 

was proposed [4]. But the authenticated access control was not performed. A time and attribute-

based dual access control were designed in [5] to increase data integrity. However, the performance 

of data confidentiality was not achieved at a higher level.     

A blockchain-based access control approach was designed in [6] to preserving the privacy of 

sensitive information. But data integrity was not achieved. In encryption and decryption a secure 

authentication and data sharing method [7] was developed to minimize the time consumption. To 

integrate attribute-based access control along with multiple users’ Public key encryption with 

keyword search method [8] was designed.  

 A privacy-preserving data access control technique has been developed in [9] based on 

Ciphertext-Policy. The designed method provides higher confidentiality and anonymous 

authentication. However, the designed method has a higher Authentication Time(AT). To increase 

confidentiality of client data by avoiding unauthorized access a role-based access control (RBAC) 

was presented in [10]. 

 

Secure elliptic curve cryptography was designed in [11] depend on mutual authentication for 

improving the privacy of data access. But greater Authentication Accuracy (AA) was not attained.  

Attribute-based controlled collaborative access control approach [12] was designed for increasing 

the data confidentiality. However, it failed to consider the authentication process.  

With the help of hypergraph construction, attribute-based lightweight access control technique 

[13] was designed .The designed model attains privacy-oriented confidentiality with the 

authenticity but the integrity was not considered. A biometric‐based authentication was performed 

in [14] for secured data access. However, an efficient cryptosystem was not applied for enhancing 

security. An attribute-based access control method [15] was discussed depend on authorized search 

model. However, accurate authentication was not achieved.   

A lightweight anonymous authentication approach was developed in [16] to enhance secured 

cloud computing services with lesser computation and communication costs [21] – [35]. Elliptic 

curve cryptography (ECC) was presented in [17] for secured authentication and distribution 

between the devices. However, the higher data confidentiality and integrity rate were not achieved. 

To enhance secure access control, A blowfish hybridized weighted attribute-based encryption 

technique [18] was designed. The technique increases data confidentiality but information-

distribution was not performed in a productive manner.     

A secured and verifiable access control technique was proposed in [19] to efficiently validate 

the authenticity of user for accessing the data from cloud. However, an efficient cryptosystem was 

not applied. A hybrid layered technique was developed in [20] to preserve the data by lattice-based 

security method. But the designed technique was not efficient for considering the significantly 

very larger size of records.  

The objectives of paper are given, 

➢ To improve secure data access, Tversky Anonymous Key Authentication based Pseudo 

Randomized Blum Goldwasser Cryptographic Secured Data Access(TAKA-
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PRBGCSDA) is introduced based on the Tversky anonymous key authentication and 

Pseudo Randomized Blum Goldwasser Cryptography.  

➢ To increase the AA with minimum time, Tversky anonymous key authentication is 

introduced to verify user authenticity before data access. Authorized user gets the input 

data and guarantees security in cloud.  

➢ A Pseudo Randomized Blum Goldwasser Cryptography is utilized in the TAKA-

PRBGCSDA technique to offer ciphertexts of data to authorized users in cloud 

environment. 

➢ The experiments are performed to estimate TAKA-PRBGCSDA and related works. 

Results confirm that TAKA-PRBGCSDA is outperformed as compared to state of art 

work. 

The paper is structured as follows –The proposed TAKA-PRBGCSDA with neat architecture 

is provided in Ssection 2. In Section 3, experimental settings are presented. The implementation 

results of TAKA-PRBGCSDA and existing methods are discussed in Section 4. At last, the 

conclusions of the paper are presented in section 5. 

2. METHODOLOGY 

In distributed cloud environment, secured access control offers data security. Therefore, a 

conventional access control strategy does not enhance the security level in a distributed 

environment.  In this section, TAKA-PRBGCSDA technique is described with system model, 

algorithmic definitions, security models, and authentication. Figure 1 illustrates the architecture of 

the TAKA-PRBGCSDA technique to attain secure access control. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Architecture of the TAKA-PRBGCSDA Technique 
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2.1 System Model  

 

The problem of secure access control includes dynamic set of different users 

CU={Cu1,Cu2,…..,Cun} registers their information to cloud server(CS).  CS generates a pair of 

private and public key Kpr, Kpb for every registered CU. When cloud user desires to access data 

from server, authentication server 'AS' verifies user as authorized or not. When the CU is 

authorized, the CS grants access otherwise denies access.   

 

2.2 Pseudo randomized Blum Goldwasser Anonymous Key pair generation 

 

         Initially users register his/her details such as information’s for example Name, DOB, Gender, 

Contact No, and Mail-ID to CS. Then the CS stores its details of registered user. After the CS  

sends a properly registered message to users. Then, Anonymous keys (i.e. Kpr, Kpb) are generated.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Registration and Anonymous Key Generation 
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Figure 2 portrays the registration phase and anonymous key generation for secured access 

control. When the user enters the information, CS gathers details of users and then stored it in the 

database. For each registered user, the CS generates the private and public keys.    

 

 Cui         
Details             CS                    (1) 

Where Cui indicates the cloud user, CS indicates the cloud server.  

  

 Cui                
SR                   CS                   (2) 

 

Where SR denotes a successfully registered user. By applying the Pseudo randomized Blum 

Goldwasser, the private and public keys are generated.     

 

Consider two large prime numbers a and j. 

Kpb = m= a * j           (3) 

 Where m indicates public key (Kpb),and (a,j) indicates private key (Kpr).After generating 

private and public key, CS distributes the keys to registered users.   

 

2.3 Tversky Similarity Indexed User Authentication   

  

 The third process in the TAKA-PRBGCSDA technique is authentication. If user desires to 

access data, then the server first verifies its authenticity. The authentication server in the cloud 

verifies the identity of the user by the Tversky Similarity index.   

 

The Tversky index is applied to measure the similarity between private and public keys 

with already stored keys. A similarity measure is also used to determine the correlation between 

two variables with a numerical value. Therefore, the Tversky similarity index is evaluated as 

follows, 

                  KE∩KR 

S=            (4) 

              u(KE∆KR) + v(KE∩KR) 

 

 Where 'S' indicates a Tversky similarity coefficient,  KE signifies the private and public 

key entered in the login system,   KR indicates the network traffic patterns, KE∩KR denotes a mutual 

independence between the two keys, KE∆KR indicates a variance between the keys. In (4), u and v 

indicate parameters of the Tversky index (u,v≥0). The similarity coefficient (S) provides the value 

as 0 or 1. Then the CU is authorized when the both the keys are similar. Otherwise, the CU is 

identified as not authorized users.  

 

  2.4 Pseudo Randomized Blum Goldwasser Encryption    

 

 Once the user is authenticated as the authorized user, the CS grants the access. The server 

offers the user with requested data in encryption form using Pseudo randomized Blum Goldwasser 

cryptography. The designed cryptography is an asymmetric key encryption algorithm where the 

Kpr is employed for decryption and the Kpb is considered for encryption.  
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 Let us consider user requests URi=UR1,UR2….URn and the number of data 

Di=D1,D2,….Dn.The CS encrypts the data and sends into the user in the form of a ciphertext.  Let 

us consider the input data 'Di' with the public key ‘m’. Compute the block size in bits as, 

 

H=[log2(log2m)]       (5) 

 

Convert given input ‘D’ is a sequence of blocks b1,b2,b3,….,br with similar bits as 

 

Z0 = R2mod m           (6)         

    

Where R denotes a Pseudo random integer R< m For each block ‘br’ computes, 

 

Zi = Z2
i-1 mod m       (7)  

 

The ciphertext of the original data is expressed as given below, 

    c = br  hi              (8) 

 

Where, c is a ciphertext, br is message block, hi is least significant bit of Zi. 

       Zr+1 = Zr
2 mod  m    (9) 

 

The encryption of the final message is expressed as given below, 

        E(D) = (c1, c2,….. cr,Zr+1)    (10) 

Where, E(D) denotes an encrypted data which is sent to the authorized user with the help 

of public key ‘m’.  

 

2.5 Pseudo Randomized Blum Goldwasser Decryption     

Once the authorized user receives the encrypted message, they decrypt ciphertext to 

original message. Encryption process is performed with user's private key. 

 

Z0= pwa + qgj mod m      (11) 

Where, p=Zd1 mod a , q=Zd2 mod j, w, g are pseudo-random numbers, a,j are prime 

numbers.  

 

 

 Where,   d1  =    a+1  r+1   mod (a-1)        (12) 

 4        

                            

  d2  =    j+1  r+1   mod (j-1)           (13) 

    4 

  

For each block compute,  

 

                           Zi = Z2
i-1 mod m                       (14) 

 

The plain text of the ciphertext is expressed as given below, 
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                               D = ci  hi                                    (15) 

 

The decryption of the ciphertext is expressed as given below, 

   W(D) = (b1,b2,b3….,br)           (16) 

 

Where, W(D) denotes an original data which is accessed by the authorized user.  

This helps to enhance data access security among server and authorized users resulting it 

increase the data confidentiality and integrity.   

// Algorithm 1  Tversky Anonymous Key Authentication based Pseudo Randomized Blum 

Goldwasser Cryptographic Secured Data Access 

Input: Number of users, User requests URi=UR1,UR2,…URn ,Cloud Data Di=D1,D2,,….Dn 

Output: Increase the security of data access  

Begin  

 //Registration and key generation  

1. For every user Cui      

2. Enters their details and sent to 'CS' 

3.   CS sends successfully registered message  to the user  

4.   CS generates 'Kpr, Kpb' 

5.   End for 

// Tversky Similarity Indexed user authentication   

6.        for every registered user    

7.              CS verifies authenticity  

8.            if  (S = +1) then  

9.             Keys are same  

10.             The user is said to be an authorized  

11.           else  

12.             Keys are not same 

13.             The user is said to be an unauthorized 

14.     else if 

15. end for 

//Pseudo Randomized Blum Goldwasser Encryption      

16.     for each authorized user 

17.        Cloud server sent the data in the form of encryption ‘E(D)’ with public key ‘Kpb’ 

18.         end for 

//Pseudo Randomized Blum Goldwasser Decryption       

19.    for each ciphertext  

20.      Perform decryption with private key ‘Kpr’ 

21.     End for 

22.         Obtain the original data ‘W(D)’ 

End 

 

The algorithmic process of the TAKA-PRBGCSDA technique is described with different 

techniques. At first, each user registers their data into CS for accessing information. Then, the CS 

simultaneously generates private and public keys to registered user for further processing. 

Whenever user accesses data from CS, they first need to verify the authenticity. The Tversky 
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similarity function is used to verify the user entered keys and already stored keys at registration 

time. Similarity function returns ‘1’ means that both the keys are the same and the user is said to 

be authorized. Otherwise, the similarity function returns ‘0’. Therefore, the CS offers the user 

requested data to authorized users. This helps to improve security in a cloud. The CS delivers the 

encrypted data to the authorized user with public key of the receiver. After that, user attains original 

data with private key of receiver. This enhances the Data Confidentiality Rate(DCR).  

 

3. EXPERIMENTAL SETTINGS 

 

Experimental evaluation of TAKA-PRBGCSDA and Ins-PAbAC and MCP-ABE are 

executed in Java platform .The performances of three methods are carried out by using Amazon 

EC2 Dataset with CloudSim simulator. For providing the higher security of data access, Amazon 

EC2 Dataset is applied. The Amazon EC2 Dataset includes divers attributes namely Name, API, 

storage space, Compute Units (ECU), Cores, Arch, Performance of network, Max Bandwidth 

(MB/s), Max IPs, Linux cost, and Windows cost. Experimental evaluation using TAKA-

PRBGCSDA is carried out with number of cloud users and data.   

 

4. PERFORMANCE ANALYSIS 

     

 Experimental results and comparison of TAKA-PRBGCSDA technique and existing Ins-

PAbAC [1] and MCP-ABE [2] are discussed with different metrics. The discussion and 

comparison are performed with tabular and graphical representation.   The different parameters 

are described as given below, 

 

• Authentication Accuracy (𝐴𝐴): It is defined as ratio of no. of users which are properly 

authenticated as authorized or not to input no. of cloud users.  Therefore, Authentication 

Accuracy is calculated as follows.   

        

                        

                  No.of users that are properly identified as authorized or not 

AA=                                                                                                                   * 100    (17)                                             

                                                            Input no. of CU 

 
                           

 

• AT: It is measured of time consumed to recognize authorized or unauthorized user. AT is 

measured by, 
 

       AT=n * time(determine one user as authorized or unauthorized)                  (18) 

 

Where ‘AT’ denotes an authentication time, ‘n’ indicates a number of cloud users. 

AT is computed in milliseconds (ms).  

 
DCR: It calculated as the ratio of no. of data correctly obtained by authorized user. It is 

computed in units of percentages (%) and it is calculated as  
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                     No. of data that are correctly obtained by authorized users 

      DCR=                                                                                                                * 100   (19)  

                                   Total no. of Cloud Data 

 

 Where ‘DCR’ denotes data confidentiality  

 

DIR: It is defined as ratio of no. of data received without any modification.  DIR is expressed 

as below, 

 

                       No of . received data without any modifications 

DIR=                                                                                                                   * 100    (20)                                             

                                                      Total number of data 

 
 Where DIR denotes a Data Integrity Rate is estimated based on dissimilar no. of cloud 

data.  

 

Tab 1.  AA Vs No. of Users 

 

No. of 

Users 

AA (%) 

TAKA-

PRBGCSDA 

Ins-PAbAC MCP-ABE 

10 70 60 50 

20 70 65 60 

30 80 73 70 

40 83 75 70 

50 82 76 72 

60 83 77 73 

70 83 76 71 

80 84 79 73 

90 83 78 73 

100 87 82 79 

 
 

Figure 3. Graphical Illustration of AA 
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Tab 1 and Figure 3 illustrate the experimental outcome of AA Vs the no of users. As shown 

in above results, the AA of TAKA-PRBGCSDA is greater than conventional techniques. This 

enhancement is achieved through Tversky similarity index based authentication technique. If the 

user desires to access data, then the user enters the system with proper keys. The server uses the 

similarity function for matching the entered key and stored key at registration time. If these two 

keys are similar, then the user is authorized. Otherwise, the user is not authorized users. Similarity 

function in the TAKA-PRBGCSDA technique accurately finds the authorized or unauthorized 

users. The average of ten results indicates that AA of TAKA-PRBGCSDA technique is enhanced 

by 9% and 8% than the Ins-PAbAC [1] and MCP-ABE [2] respectively.  

 

Tab 2. AT Versus No of Data 

 

No  of Users AT (ms) 

TAKA-

PRBGCSDA 

Ins-PAbAC MCP-ABE 

10 15 16 17 

20 26 30 34 

30 36 39 42 

40 44 48 52 

50 48 55 60 

60 54 58 66 

70 58 63 70 

80 62 66 71 

90 64 68 73  

100 67 70 74 

 

  
 

Figure 4. Graphical Illustration of AT 
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 Tab 2 and Figure 4 offer the outcomes of AT with number of users. When increasing 

counts of users, time consumption for three techniques also increases. This is confirmed through 

the sample computation, by considering ‘10’ cloud users, the AT of the TAKA-PRBGCSDA 

technique was found to be ‘15ms’, similarly ‘16ms’ using an Ins-PAbAC [1] and ‘17𝑚𝑠’ using 

[2]. AT for each techniques is obtained and AT is minimized by 9% and 15% than conventional 

methods. This improvement is achieved by the Tversky similarity index for verifying user 

authenticity. The similarity function accurately performs the authentication with lesser time.   

 

Tab3. DCR Vs No. of Data 

 

No. of Data DCR (%) 

TAKA-

PRBGCSDA 

Ins-PAbAC MCP-ABE 

25 80 76 72 

50 80 78 74 

75 85  81  77  

100 82 79 75 

125 84 81 78 

150 85  81  78 

175 85  82 78 

200 86 83 79 

225 86  83 80 

250 90 87 84 

 

  
 

Figure 5. Graphical Illustration of DCR 
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Table 3 and Figure 5 describe the performance analysis of DCR. A result of TAKA-

PRBGCSDA is higher when compared to conventional techniques. This improvement is obtained 

by applying the authentication as well as encryption. In authentication process, the authorized users 

are correctly identified and avoid unauthorized users to access data. The Pseudo randomized Blum 

Goldwasser cryptosystem is also applied for distributing the user requested data in ciphertext form 

to hide input data. This helps to increase the data confidentiality. The DCR of TAKA-PRBGCSDA 

technique is improved by 4% and 9% as compared to [1] and [2].  

  

Tab 4. DIR Vs No. of Data 

 

  No .of data DIR (%) 

TAKA-

PRBGCSDA 

Ins-PAbAC MCP-ABE 

25 80 72 68 

50 82 76 72 

75 83 79 75 

100 85 80 76 

125 86 82 77 

150 89 84 80 

175 90 85 81 

200 91 85 81 

225 93 86 82. 

250 94 88 85 

 

 
 

Figure 6. Graphical Illustration of DIR 
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Tab 4 and Figure 6 reports the performance analysis of DIR with number of data. Observed 

results illustrate that the input is given to the horizontal axis and the vertical axis represents the 

data integrity rate. Among the three methods, the TAKA-PRBGCSDA attains greater DIR than 

conventional techniques. This is proved through the Pseudo randomized Blum Goldwasser 

cryptosystem provides the user requested data into CS.  Authorized user performs data decryption 

with its private key. Based on data sharing, an authorized person gets the original data. This assists 

to prevent original data and it did not alter by any intruders. The overall comparison results prove 

that DIR of TAKA-PRBGCSDA is enhances by 7% and 12% when compared to Ins-PAbAC [1] 

and MCP-ABE [2] respectively. 

   

5. CONCLUSION 

 

An efficient and secure access control technique called TAKA-PRBGCSDA is introduced. 

This paper presented an anonymous key generation process after user registration. If user desires 

to access data, authentication process is performed via Tversky similarity index. Based on 

authentication, the CS grants services to user. CS response user requested data in ciphertext form 

by applying pseudo-randomized Blum Goldwasser encryption. Then authorized user decrypts and 

attains original data. This enhances DCR. The comprehensive experimental evaluation is 

performed and the outcome specifies TAKA-PRBGCSDA outperformed than the baseline 

approaches with better DCR, DIR, AA, and lesser AT.   
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