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Abstract

In The West, Amazon Inc. Has Been Criticized For Introducing A Mass Surveillance System In Its Warehouses That
Monitors Employees’ Productivity, Time Off Task, And Is Capable Of Dismissing Employees Without Input From
A Human Supervisor. This Study Seeks To Find Out How Governments And Corporations Can Implement A
Democratic Technologically Mediated Social Credit System To Maintain The Trust Relationship Between
Themselves And Citizens Or Employees, Including The Consequences Of Implementing Surveillance Systems In
The Workplace. This Will Be Conducted Using An Interpretivist Research Philosophy To Capture An In-Depth
Explanation Of The Social Credit Phenomenon And To Form An Understanding Of The Meanings That Are Created
By The Implicated Entities. Through A Deductive Reasoning Process And A Qualitative Research Approach, The
Author Will Determine Eleven (11) Entities That Are Crucial For The Successful Implementation Of A Democratic
Technologically Mediated Social Credit System That Will Enhance The Trust Relationship Between A State And Its
Citizens, And Between A Corporation And Its Employees.

Introduction
The Aim Of This Research Study Is To Determine How The Trust Relationship Between The State And Its Citizens
Will Be Affected By The Implementation Of A Social Credit System, Including How A Technologically Mediated
Social Credit System Can Be Implemented, By Governments And Corporations, In A Democratic Manner That
Does Not Violate Human Rights And Data Privacy Laws. The Focus Of This Study Will Also Be To Understand
The Consequences That Come With The Introduction Of Employee Surveillance Systems In The Workplace.
Research Questions:

=  What Effect Does A Social Credit System Have On The Trust Relationship Between The State And Its

Citizens?

= How Can The Proposed Chinese Social Credit System Be Implemented In A Democratic Society?

= What Are The Contemporary Consequences Of Implementing Surveillance Technology In The Workplace?
2 Methodology
This Research Study Employs A Qualitative Research Approach And An Interpretivist Research Philosophy To
Establish The Research Goals And Answer The Main Research Questions. A Research Approach Has Been Defined
By [1] To Be An Organised And Systematic Perspective Employed For The Collection And Analysis Of Research
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Data To Enable Crucial Information To Be Acquired From Those Data. Qualitative Research Investigates How
Individuals Study And Comprehend Themselves And Other People As Well, Including How They Organise,
Structure And Attach Meaning To Their Everyday Lives [2]. This Research Study Uses Secondary Data,
Documentation In Particular, As A Data Collection Method. According To [3], Secondary Data Is Data That Was
Initially Collected For A Different Purpose Other Than Research. These Data Can Be Further Explored To Reveal
Additional Or Alternative Knowledge, Insights Or Conclusions [4]. The Reason For Employing This Collection
Method Is Because The Social Credit And Mass Surveillance Phenomenon That Is Taking Place In The People’s
Republic Of China And In The Workplace Can Be Better Understood At An Intimate Level When It Is Investigated
By Looking Through Chinese Government Documentation; Subject Matter Experts Who Have Already Done A
Significant Amount Of Research On Public Trust, The Social Credit System In China And Surveillance
Technologies In The Workplace. This Research Study Employs The Document Analysis Method To Analyse The
Research Data Collected. Findings In [5] Define Document Analysis As “A Research Technique For The Objective,
Systematic And Quantitative Description Of The Manifest Content Of Communication.”

3 Results And Discussion

In The Results Chapter Of The Research Study, The Author Identified A Total Of Eleven (11) Entities Necessary
For The Successful Implementation Of A Technologically Mediated Social Credit System. The Identified Entities
Included A National Prosecuting Authority, The Judiciary, Parliament, Citizens, Labour, Government Institutions,
And Corporations, Heads Of State, Corporate Executives, Corporate Social Credit Systems And Government Social
Credit Systems. Each Of These Entities Were Assigned Roles And Responsibilities That Must Be Fulfilled If The
Implementation Of A Fair And Ethical Social Credit System Is To Be Realised. Accompanying Each Entity Will Be
A Responsibility Diagram Depicting A Summary Of The Responsibilities That Each Entity Will Have To Perform
To Maintain The Government And Corporate Social Credit Systems. Every Aspect Requires Efficient Management
(Abdul Jalil Et Al., 2021; Mohd Noh Et Al., 2021; Mustafa Et Al., 2021; Roszi Et Al., 2021; Tumisah Et Al., 2021).
If It Is Managed Well, Various Problems Can Be Avoided (Irma Et Al., 2021; Suzana Et Al., 2021; Rohanida Et Al.,
2021; Nazrah Et Al., 2021; Shahrulliza Et Al., 2021).
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Contrary To What Is Stated In The People’s Republic Of China’s Social Credit Planning Report [6], The Proposed
Social Credit Systems Will Be Optional With Data Subjects Being Able To Opt-In Or Opt-Out Of A System
Whenever They Want. Similarly To What Is Being Done In China, The Proposed Government Social Credit System
Will Be Defined Mostly As A Social Integrity System And Its Objectives Would Be To Create A Culture Of
Sincerity, Transparency, Loyalty, Obedience, And Accountability Between The Citizens And The Government [7].
The Corporate Social Credit Systems Will Be Defined As Employee Productivity And Efficiency Systems And Its
Obijectives Will Be To Create A Culture Of Work Ethic, Loyalty, Efficiency And Honesty Within Corporations. All
Aspects Require Effective Leadership And Management (Mohd Arafat Et Al., 2021; Sumaiyah Et Al., 2021; Hifzan
Et Al, 2021; Shahrul Et Al., 2021; Helme Et Al., 2021). Every Organization Values Perfect Management In
Ensuring Success (Farah Et Al., 2021; Syahrul Et Al., 2021; Quah Et Al., 2021; Ahmad Syarifuddin Et Al., 2021;
Jumiah Et Al., 2021).
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The Main Goal Of The Government Social Credit System Would Be To Reward Citizens Who Are Patriotic,
Obedient, And Accountable To The State And Fellow Citizens, While The Main Objective Of The Corporate Social
Credit System Would Be To Reward Employees Who Have A Good Work Ethic, Honesty, And Promote The
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Values Of The Corporation. Parliament Will Have To Debate Whether Corporations Are Legally Able To Terminate
Employees Based On Evidence Collected By Corporate Surveillance Systems And Whether The State Can
Incriminate A Citizen Based On Evidence Gathered From The Government Surveillance System. This Is Because
The Main Objectives Of The Government And Corporate Social Credit Systems Will Not Include Law
Enforcement. The Success Of Something Depends On Good And Efficient Management (Mohd Ali Et Al., 2021;
Parimala Et Al., 2021; Siti Jamilah Et Al., 2021; Nor Fauziyana Et Al., 2021; Noel Et Al., 2021).
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Issue penalties Issue penalties

) Issue judgement
Issue judgement ]
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Under The Government Social Credit System, Citizens Will Be Measured And Monitored In Three (3) Main Areas
— Administrative Affairs, Social Behaviour, And Law Compliance [8]. The Government Social Credit System Will
Collect Big Data On The Citizens And Store That Data In A Central Government Database In Order To Build
Quantitative Profiles Of The Citizens That Will Be Employed By The Government To Assign Social Credit Scores
Based On Their Social And Legal Beliefs And Activities [2]. The Corporate Social Credit Systems Will Measure
And Monitor Employees In Three (3) Main Areas — Work Ethic, Productivity And Compliance With Organisation
Regulations. Unlike The State Social Credit System, Corporate Social Credit Systems Will Not Be Linked To A
Central Database To Store Employee Data, Instead, Each Corporation That Chooses To Implement A Social Credit
System Will Have It Store Employee Data In A Local Database That Should Be Protected And Used According To
The Data Regulations Of The Country. It Is This Local Database That Each Corporation Will Use To Build A
Quantitative Profile Of Its Employees And Allocate Social Credit Scores Based On Their Productivity, Work Ethic
And Regulation Compliance. The Best Way Is To Do Efficient Management (Ahmad Shafarin Et Al., 2021;
Junaidah Et Al., 2021; Farah Adibah Et Al., 2021; Ahmad Shakani Et Al., 2021; Muhamad Amin Et Al., 2021).

Corporate Social Credit Systems, Similar To The Government Social Credit System, Will Also Add Or Subtract
Social Credit Points Based On An Employee’s Conduct And A Deduction In Points Will Occur When A Violation
Of Productivity, Ethics, Or Regulatory Standards Takes Place. Similar To The Government’s Implementation Of
The Social Credit System, Corporate Surveillance Systems Will Allocate 1000 Points To Every Employee Who
Enrols For The First Time And The Social Credit Scores Will Also Be Classified Into Categories From A To D.
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Employees Will Be Able To Use Their Corporate Social Credit Scores To Get Company Benefits, And Increase The
Chances Of Being Promoted Up The Organizational Ladder. Parliament Will Dictate To Corporations What Kind
Of Activities Should Negatively Affect The Corporate Social Credit Score Of Employees And What Should Be The
Consequences Of Having A Low Corporate Social Credit Score. This Is To Prevent The Use Of Corporate Social
Credit Systems By Corporations To Mistreat Their Employees. This Demonstrates That The Importance Of
Something Being Managed Well (Santibuana Et Al., 2021; Nor Diana Et Al., 2021; Zarina Et Al., 2021; Khairul Et
Al., 2021; Rohani Et Al., 2021; Badaruddin Et Al. , 2021, Abdul Rasid Et Al., 2021).

Cybersecurity Refers To A State In Which Systems Are Protected Against Electronic Data Use By Unauthorized
Individuals, Groups, Or Criminals. For The Case Of The Software Industry, It Constitutes Businesses For The
Publication, Maintenance, And Development Of Software Via Various Business Frameworks, Including Cloud-
Based Systems (Such As Aaas, Maas, laas, Paas, And Saas) And Maintenance Or License-Based Systems (Such As
On-Premise Platforms). Technical Components Of Cybersecurity Include Secure Email Gateway (Seg), End-Point
Protection (Epp), Generation Firewall (Ngfw), Wireless Intrusion Detection, Intrusion Detection, And Intrusion
Prevention Systems, Data Loss Prevention (DIp), And The Secure Web Gateway (Swg). For The Software Industry,
Its History Stretches From The Period Before The 1960s Up To The Recent Times That Have Witnessed The
Evolution Of Saas (Software-As-A-Service), Whose Aim Has Been To Minimize Unauthorized Copying. Regarding
Cybersecurity Usage In The Software Industry, Findings Demonstrate That Around The World, Many Companies
Are At The Starting And Developing Stages. Some Of The Benefits That Have Been Felt Through The Usage Of
This Technology Include Minimized Computer Crashes And Freezing, And Protection Of Company Computer
Systems Against Unwanted Programs Such As Spyware, Worms, And Viruses. Challenges Have Also Been Felt.
These Challenges Revolve Around Issues Of Management Support, The Business Or Industry Environment, And
The Nature Of The Awareness Culture. In The Future, Some Of The Projected Trends Include The Use Of The
Cloud, The Incorporation Of Artificial Intelligence (Ai), And The Role Of The 5g Technology In Shaping The
Interplay Between Software Industry Vulnerability And The Ability To Counter Cyber Threats.

Another Component Involves End-Point Protection (Epp). As Avowed By Haus, Orsag, Nunez, Bogdan And Lofaro
(2019), Epp Offers Mobile Device Management To Ensure That Laptops, Tablets, And Cell Phones In A Given
Network Of A Corporation Are Protected. Similarly, Through The Provision Of Personal Workstation Firewalls
And Personal Workstation Antivirus, Epp Aids In The Protection Of Users From Harmful Software Downloading,
As Well As Websites Infected By Malware (Hasan, Hussain, Nizamuddin And Mahmood, 2018). Regarding The
Case Of Next-Generation Firewall (Ngfw) As A Cybersecurity Component, It Is Worth Indicating That Stretch
Beyond The Work Of Traditional Firewalls, Which Involves The Control Of Outgoing And Incoming Network
Traffic, To Perform Traffic Decryption, Anti-Virus Inspection, And Intrusion Prevention (Laaki, Miche And
Tammi, 2019).

Other Cybersecurity Components Constitute Cases Of Wireless Intrusion Detection, Intrusion Detection, And
Intrusion Prevention Systems. According To Liu, Shen, Cheng, Cai, Li, Zhou And Niu (2018), These Systems Are
Responsible For Computer Network Monitoring To Detect Any Malicious Activities Before Logging, Blocking, Or
Stopping Them And, In Turn, Alerting Relevant It Staffs In The Firms. The Implication Is That The
Aforementioned Cybersecurity Components’ Ability Lies In The Sending Of Alarms, Resetting Connections,
Blocking Unwanted Traffic, And Dropping Any Malicious Packets (Uddin, Hossain, Rabbi, Hasan And Zishan,
2019).

Regarding The Future Of The Usage Of Cybersecurity In The Software Industry, Mixed Outcomes Can Be
Observed. For Example, It Can Be Seen That There Will Be Increased Sophistication On The Part Of Hackers,
Whereby They Are Likely To Resort To New Tools And Methods To Gain Access To Private Data In The Software
Industry’s Players’ Systems. Similarly, It Is Projected That There Will Be A Significant Evolution In The Software
Industry And That This Growth Will Allow Hackers To Gain More Vulnerabilities To Exploit, Having Experienced
A Larger Attack Surface. The Situation Might Be Exacerbated By Trends In Which The Majority Of Software
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Industry Operators, Due To The Increasing Number Of Online Users And Interactions, Will Resort To Popular
Third-Party Companies, Suppliers, And Tools. However, On Their Part, It Is Projected That Software Firms Will
Seek To Counter The Perceived Cyberattacks By Embracing More Effective Security Solutions Based On
Innovative Techniques. For Example, Many Firms In The Software Industry Might Approach The Problem By
Using The Viewpoint Of Hackers To Assess Their Cybersecurity Usage, Ensuring That Cyber Intelligence Is Not
Only Increased Internally But Also In The Remainder Of The Firms’ Supply Chains.

4 Conclusion

This Research Study Investigated The Concept Of Trust Between A Government And Its Citizens, Including The
Purpose And Implementation Of A Government-Backed Social Credit System In The People’s Republic Of China.
The Study Also Assessed The Consequences That Come With Implementing Surveillance Systems In The
Workplace, And The Limitations Of Artificial Intelligence Surveillance Technologies Were Discussed In Detail. In
The Methodology Chapter, The Author Defined The Research Context And The Rationale For The Research
Approach Employed For The Purposes Of This Study. The Author Further Described The Data Collection And Data
Analysis Methods Used To Handle The Research Data. Lastly, The Author Defined The Limitations And
Delimitations Of The Study. In The Results Chapter, The Author Identified A Total Of Eleven (11) Entities Whose
Participation Is Necessary For The Successful Implementation Of A Social Credit System. Each Entity Was
Accompanied By A Set Of Obligations That Must Be Fulfilled In Order For A Fair And Ethical Social Credit
System To Be Realised. These Entities And Their Corresponding Responsibilities Were Adopted From The Current
Debate Around Data Privacy Laws.
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